Maan Securities (Pvt) Limited
Anti-Money Laundering and
Countering Financing of Terrorism Policy
Based on Guidelines issued by SECP

The company has decided to update its AML/CFT policy in light of the guidance provided by SECP regulations issued in
September of 2018. The guidelines issued are being used as the fundamental framework upon which the company is
basing its policy.

1.

Introduction. Purpose and Scope

Money Laundering (“ML”) and Terrorist Financing (“TF”) are economic crimes that threaten a country’s
overall financial sector reputation and expose financial institutions to significant operational, regulatory, legal
and reputational risks, if used for ML and TF. An effective Anti-Money Laundering and Countering the
Financing of Terrorism (“AML/CFT”) regime requires financial institutions to adopt and effectively
implement appropriate ML and TF control processes and procedures, not only as a principle of good
governance but also as an essential tool to avoid involvement in ML and TF.

Securities and Exchange Commission of Pakistan (“SECP”), in order to maintain the integrity of its regulated
financial sector inter-alia; the brokers, insurers, NBFCs and modarabas, in respect of preventing and combating
ML and TF, notified the Securities and Exchange Commission of Pakistan’ Anti Money Laundering and
Countering Financing of Terrorism Regulations, 2018 (“the SECP AML/CFT Regulations” or “’the
Regulations”) . The SECP AML/CFT Regulations require relevant Regulated Persons (Maan Securities (Pvt)
Limited) to establish systems to detect ML and TF, and therefore assist in the prevention of abuse of their
financial products and services.

These Guidelines are applicable to all Regulated Persons (“Maan Securities (Pvt) Limited”) as defined under the
SECP AML/CFT Regulations conducting relevant financial business and designed to assist Maan Securities
(Pvt) Limited in complying with the Regulations. It supplements the Regulations and the AML/CFT regime by
clarifying and explaining the general requirements of the legislation to help Maan Securities (Pvt) Limited in
applying national AML/CFT measures, developing an effective AML/CFT risk assessment and compliance
framework suitable to their business, and in particular, in detecting and reporting suspicious activities.

. These Guidelines are based on Pakistan’ AML/CFT legislation and reflect, so far as applicable, the 40

Recommendations and guidance papers issued by the Financial Action Task Force (“FATEF”).

In light of these regulations, Maan Securities (Pvt) Limited is classified as a regulated person and will adhere to the
guidelines provided in accordance to the AML/CFT guidelines provided.

and Compliance Regime

Maan Securities (Pvt) Limited should understand their obligation of establishing an effective AML/CFT regime
to deter criminals from using financial system for ML or TF purposes, and to develop a comprehensive
AML/CFT compliance program to comply with the relevant and applicable laws and obligations.

Maan Securities (Pvt) Limited” Board of Directors and senior management must be engaged in the decision
making on AML/CFT policies, procedures and control and take ownership of the risk based approach. They
must be aware of the level of ML/TF risk Maan Securities (Pvt) Limited is exposed to and take a view on
whether it is equipped to mitigate that risk effectively.

Maan Securities (Pvt) Limited must give due priority to establishing and maintaining an effective AML/CFT
compliance culture and must adequately train its staff to identify suspicious activities and adhere with the



vi.

vii.

internal reporting requirements for compliance with the Regulations.

. Maan Securities (Pvt) Limited must establish written internal procedures so that, in the event of a suspicious

activity being discovered, employees are aware of the reporting chain and the procedures to be followed. Such
procedures should be periodically updated to reflect any legislative changes.

To oversee the compliance function, the Regulations require Maan Securities (Pvt) Limited to appoint a
Compliance Officer (“CO”) at the management level, who shall be the point of contact with the supervisory
authorities including the Commission and the Financial Monitoring Unit (FMU).

Maan Securities (Pvt) Limited should ensure that any suspicious transaction report must be made by
employees to the CO, who are well versed in the different types of transactions which Maan Securities (Pvt)
Limited handles and which may give rise to opportunities for ML/TF.

Maan Securities (Pvt) Limited is responsible for ensuring that employees should be aware of their reporting
obligations and the procedure to follow when making a suspicious transaction report.

3. Program and Systems to prevent ML and TF

Maan Securities (Pvt) Limited should establish and maintain programs and systems to prevent, detect and report
ML/TF. The systems should be appropriate to the size of Maan Securities (Pvt) Limited and the ML/TF risks to
which it is exposed and should include:

a) Adequate systems to identify and assess ML/TF risks relating to persons, countries and activities
which should include checks against all applicable sanctions lists;

b) Policies and procedures to undertake a Risk Based Approach (“RBA”);

c) Internal policies, procedures and controls to combat ML/TF, including appropriate risk
management arrangements,

d) Customer due diligence measures;

e) Record keeping procedures;

f) Group-wide AML/CFT programs

g) An audit function to test the AML/CFT system;

h) Screening procedures to ensure high standards when hiring employees; and

i) Anappropriate employee-training program.

It is the responsibility of the senior management to ensure that appropriate systems are in place to prevent
and report ML/TF and ensure Maan Securities (Pvt) Limited is in compliance with the applicable
legislative and regulatory obligations.

4. The Three Lines of Defense

Maan Securities (Pvt) Limited should establish the following three lines of defense to combat ML/TF;

o First the business units (e.g. front office, customer-facing activity): They should know and carry
out the AML/CFT due diligence related policies and procedures and be allotted sufficient resources to
do this effectively.

e Second the Compliance Officer, the compliance function and human resources or technology.

e Third the internal audit function

As part of first line of defense, policies and procedures should be clearly specified in writing, and
communicated to all employees. They should contain a clear description for employees of their obligations and
instructions as well as guidance on how to keep the activity of the reporting entity in compliance with the
Regulations. There should be internal procedures for detecting, monitoring and reporting suspicious transactions.

As part of second line of defense, the CO must have the authority and ability to oversee the effectiveness
of Maan Securities (Pvt) Limited” AML/CFT systems, compliance with applicable AML/CFT legislation and
provide guidance in day-to-day operations of the AML/CFT policies and procedures.

CO must be a person who is fit and proper to assume the role and who:



(1) has sufficient skills and experience to develop and maintain systems and controls (including
documented policies and procedures);

(2) reports directly and periodically to the Board of Directors (“Board”) or
equivalent on AML/CFT systems and controls;

(3) has sufficient resources, including time and support staff;

(4) has access to all information necessary to perform the AML/CFT compliance function;

(5) ensures regular audits of the AML/CFT program;

(6) maintains various logs, as necessary, which should include logs with respect to declined business,
politically exposed person (“PEPs”), and requests from Commission, FMU and Law Enforcement
Agencies (“LEAs”) particularly in relation to investigations; and

(7) responds promptly to requests for information by the SECP/Law enforcement agency.

Internal audit, the third line of defense, should periodically conduct AML/CFT audits on an Institution-wide
basis and be proactive in following up their findings and recommendations. As a general rule, the processes
used in auditing should be consistent with internal audit’s broader audit mandate, subject to any prescribed
auditing requirements applicable to AML/CFT measures.

5. Risk Assessment and Applyving a Risk Based Approach

The SECP AML/CFT Regulations shift emphasis from one-size-fits-all approach to Risk Based Approach
(‘RBA’), requiring Maan Securities (Pvt) Limited to carryout ML/TF risk assessment and apply RBA to
prevent or mitigate ML and TF.

Maan Securities (Pvt) Limited shall, before determining what is the level of overall risk and the appropriate level
and type of mitigation to be applied, take into account all the relevant risk factors, such as geography,
products and services, delivery channels, types of customers, or jurisdictions within which it or its customers
do business. As is the case for Maan Securities (Pvt) Limited’ overall risk management, Maan Securities (Pvt)
Limited’ senior management should understand the nature and level of the risks that they are exposed to and
ensure that systems and processes are in place to identify, assess, monitor, manage and mitigate ML/TF risks.

The RBA enables Maan Securities (Pvt) Limited to ensure that AML/CFT measures are commensurate to the
risks identified and allow resources to be allocated in the most efficient ways. Maan Securities (Pvt) Limited
should develop an appropriate RBA for their particular organization, structure and business activities and
apply the RBA on a group-wide basis, where appropriate. As a part of the RBA, Maan Securities (Pvt) Limited
shall:

1) Identify ML/TF risks relevant to them;
2) Assess ML/TF risks in relation to-
a. Their customers (including beneficial owners);
b. Country or geographic area in which its customers reside or operate and where Maan Securities
(Pvt) Limited operates;
c. Products, services and transactions that Maan Securities (Pvt) Limited offers; and
d. Their delivery channels.

3) Design and implement policies, controls and procedures that are approved by its Board of Directors to
manage and mitigate the ML/TF risks identified and assessed;

4) Monitor and evaluate the implementation of mitigating controls and improve systems where necessary;

5) Keep their risk assessments current through ongoing reviews and, when necessary, updates;

6) Document the RBA including implementation and monitoring procedures and updates to the RBA; and

7) Have appropriate mechanisms to provide risk assessment information to the Commission.

. Under the RBA, where there are higher risks, Maan Securities (Pvt) Limited are required to take enhanced

measures to manage and mitigate those risks; and correspondingly, where the risks are lower, simplified
measures may be permitted. However, simplified measures are not permitted whenever there is a suspicion of
ML/TF. In the case of some very high- risk situations or situations which are outside Maan Securities (Pvt)
Limited’s risk tolerance, Maan Securities (Pvt) Limited may decide not to take on the accept the customer, or to
exit from the relationship.



V.

In view of the fact that the nature of the TF differs from that of ML, the risk assessment must also
include an analysis of the vulnerabilities of TF. Many of the CFT measures entities have in place will overlap
with their AML measures. These may cover, for example, risk assessment, CDD checks, transaction
monitoring, escalation of suspicion and liaison relationships with the authorities. The guidance provided in
these guidelines, therefore, applies to CFT as it does to AML, even where it is not explicitly mentioned.

The process of ML/TF risk assessment has four stages:

1)  Identifying the area of the business operations susceptible to ML/TF

2)  Conducting an analysis in order to assess the likelihood and impact of ML/TF;
3)  Managing the risks; and

4)  Regular monitoring and review of those risks.

a) Identification. Assessment and Understanding Risks

Maan Securities (Pvt) Limited should understand, identify and assess the inherent ML/TF risks posed by its
customer base, products and services offered, delivery channels and the jurisdictions within which it or its
customers do business, and any other relevant risk category. The risk assessment policies and procedures adopted
by Maan Securities (Pvt) Limited should be appropriate to their size, nature and complexity.

ML/TF risks may be measured using a number of risk categories and for each category applying various factors
to assess the extent of the risk for determining the overall risk classification (e.g. high, medium or low). Maan
Securities (Pvt) Limited should make their own determination as to the risk weights to be given to the
individual risk factors or combination of risk factors. When weighing risk factors, Maan Securities (Pvt)
Limited should take into consideration the relevance of different risk factors in the context of a particular
customer relationship.

In the second stage, the ML/TF risks that can be encountered by Maan Securities (Pvt) Limited need to be
assessed analyzed as a combination of the likelihood that the risks will occur and the impact of cost or damages
if the risks occur. This impact can consist of financial loss to Maan Securities (Pvt) Limited from the crime,
monitory penalties from regulatory authorities or the process of enhanced mitigation measures. It can also
include reputational damages to the business or the entity itself. The analysis of certain risk categories and
their combination is specific for Maan Securities (Pvt) Limited so that the conclusion on the total risk level
must be based on the relevant information available.

. For the analysis, Maan Securities (Pvt) Limited should identify the likelihood that these types or categories of
risk will be misused for ML and/or for TF purposes. This likelihood is for instance high, if it can occur several
times per year, medium if it can occur once per year and low if it is unlikely, but not possible. In assessing the
impact, Maan Securities (Pvt) Limited can, for instance, look at the financial damage by the crime itself or
from regulatory sanctions or reputational damages that can be caused. The impact can vary from minor if they
is an only short- term or there are low-cost consequences, to very major, when they are found to be very
costly inducing long-term consequences that affect the proper functioning of the institution.

The following is an example of a risk probability likelihood matrix with 5 risk ratings as an example. Maan
Securities (Pvt) Limited's can customize their own as applicable to their operation with more details, if
preferable. Based on the suggestions provided, Maan Securities (Pvt) Limited will use the same matrix.



Probability and Likelihood Risk Rating Matrix

vi. Maan Securities (Pvt) Limited should document their risk assessment in order to be able
to demonstrate their allocation of compliance resources. An effective risk assessment
i1s an ongoing process. Risk levels may change as new products are offered, as new
markets are entered, as high-risk customers open or close accounts, or as the products,
services, policies, and procedures change. Maan Securities (Pvt) Limited should therefore
update its risk assessment every 12 to 18 months to take account of these changes.
Maan Securities (Pvt) Limited should also have appropriate mechanisms to provide risk
assessment information to the Commission, if required.



Examples of Risk Classification Factors

The examples being provided by SECP are used by Maan Securities (Pvt) Limited for better
guidance of employees. Below are some examples that can be helpful indicators of risk
factors/indicators that may be considered while assessing the ML/TF risks for different risk
categories relating to types of customers, countries or geographic areas, and particular
products, services, transactions or delivery channels.

High-Risk Classification Factors

(1) Customer risk factors: The institution will describe all types or categories of
customers that it provides business to and should make an estimate of the likelihood that
these types or categories of customers will misuse Maan Securities (Pvt) Limited for ML
or TF, and the consequent impact if indeed that occurs. Risk factors that may be
relevant when considering the risk associated with a customer or a customer’s beneficial
owner’s business include:

(a)

(b)
()
(d)
(e)
()

(9)
(h)
()
@(3)
(k)

(M
(m)

The business relationship is conducted in unusual circumstances (e.g.
significant unexplained geographic distance between Maan Securities (Pvt) Limited
and the customer).

Non-resident customers.

Legal persons or arrangements

Companies that have nominee shareholders.

Business that is cash-intensive.

The ownership structure of the customer appears unusual or excessively complex
given the nature of the customer’s business such as having many layers of shares
registered in the name of other legal persons;

Politically exposed persons

shell companies, especially in cases where there is foreign ownership which is
spread across jurisdictions;

trusts and other legal arrangements which enable a separation of legal
ownership and beneficial ownership of assets.

Requested/Applied  quantum  of business does not match with the
profile/particulars of client

real estate dealers,

dealers in precious metal and stones, and

lawyers/notaries

(2) Country or geographic risk factors: Country or geographical risk may arise because of the
location of a customer, the origin of a destination of transactions of the customer, but also
because of the business activities of Maan Securities (Pvt) Limited itself, its location and
the location of its geographical units. Country or geographical risk, combined with other
risk categories, provides useful information on potential exposure to ML/TF. The factors
that may indicate a high risk are as follow:

(a)

(b)
()
(d)

Countries identified by credible sources, such as mutual evaluation or detailed
assessment reports or published follow-up reports by international bodies such as the
FATF, as not having adequate AML/CFT systems.

Countries subject to sanctions, embargos or similar measures issued by, for
example, the United Nations.

Countries identified by credible sources as having significant levels of
corruption or other criminal activity.

Countries or geographic areas identified by credible sources as providing
funding or support for terrorist activities, or that have designated terrorist
organizations operating within their country.



(3) Product, service, transaction or delivery channel risk factors: A comprehensive ML/TF
risk assessment must take into account the potential risks arising from the products,
services, and transactions that Maan Securities (Pvt) Limited offers to its customers and the
way these products and services are delivered. In identifying the risks of products, services,
and transactions, the following factors should be considered:

(a) Anonymous transactions (which may include cash).
(b) Non-face-to-face business relationships or transactions.
(c) Payments received from unknown or un-associated third parties.

(d) The surrender of single premium life products or other investment-linked
insurance products with a surrender value.

(e) International transactions, or involve high volumes of currency (or currency
equivalent) transactions

(f) New or innovative products or services that are not provided directly by Maan
Securities (Pvt) Limited, but are provided through channels of the institution;

(9) Products that involve large payment or receipt in cash; and

(h) One-off transactions.

Low Risk Classification Factors

(1) Customer risk factors:
A customer that satisfies the requirements under regulation 11 (2) (a) and (b) of the
SECP AML/CFT Regulations.

(2) Product, service, transaction or delivery channel risk factors:
The product, service, transection or delivery channel that satisfy the requirement under
regulation 11(2) (c) to (g) of the SECP AML/CFT Regulations

(3) Country risk factors:

(a) Countries identified by credible sources, such as mutual evaluation or
detailed assessment reports, as having effective AML/CFT systems.

(b) Countries identified by credible sources as having a low level of corruption or
other criminal activity.

In making a risk assessment, Maan Securities (Pvt) Limited could, when appropriate,
also take into account possible variations in ML/TF risk between different regions or areas
within a country.

Risk Matrix

Maan Securities (Pvt) Limited may use a risk matrix (Annex 1) as a method of assessing risk
in order to identify the types or categories of customers that are in the low-risk category,
those that carry somewhat higher, but still acceptable risk, and those that carry a high or
unacceptable risk of money laundering and terrorism financing. In classifying the risk, Maan
Securities (Pvt) Limited, taking into account its specificities, may also define additional levels
of ML/TF risk.

b) Risk Management

Risk Tolerance

i. Risk tolerance is the amount of risk that Maan Securities (Pvt) Limited is willing and able
to accept. Maan Securities (Pvt) Limited’s risk tolerance impacts its decisions about risk
mitigation measures and controls. For example, if Maan Securities (Pvt) Limited
determines that the risks associated with a particular type of customer exceed its risk
tolerance, it may decide not to accept or maintain that particular type of customer(s).



Conversely, if the risks associated with a particular type of customer are within the
bounds of Maan Securities (Pvt) Limited’s risk tolerance, Maan Securities (Pvt) Limited
must ensure that the risk mitigation measures it applies are commensurate with the risks
associated with that type of customer(s).

ii. Maan Securities (Pvt) Limited should establish their risk tolerance. Such establishment
should be done by senior management and the Board. In establishing the risk tolerance,
Maan Securities (Pvt) Limited should consider whether it has sufficient capacity and
expertise to effectively manage the risks that it decides to accept and the consequences
such as legal, regulatory, financial and reputational, of an AML/CFT compliance failure.

iii. If Maan Securities (Pvt) Limited decides to establish a high-risk tolerance and accept high
risks then Maan Securities (Pvt) Limited should have mitigation measures and controls in
place commensurate with those high risks.

Risk Mitigation
i. Maan Securities (Pvt) Limited should have appropriate policies, procedures and controls
that enable them to manage and mitigate effectively the inherent risks that they have
identified, including the national risks. They should monitor the implementation of
those controls and enhance them, if necessary. The policies, controls and procedures
should be approved by senior management, and the measures taken to manage and
mitigate the risks (whether higher or lower) should be consistent with
legal and  regulatory requirements.
ii. The nature and extent of AML/CFT controls will depend on a number of aspects, which
include:
1) The nature, scale and complexity of Maan Securities (Pvt) Limited’s business
2) Diversity, including geographical diversity of Maan Securities (Pvt) Limited’s
operations

3) Maan Securities (Pvt) Limited’s customer, product and activity profile

4) Volume and size of transactions

5) Extent of reliance or dealing through third parties or intermediaries.

iii. Some of the risk mitigation measures that Maan Securities (Pvt) Limited may consider
include:

1) determining the scope of the identification and verification requirements or
ongoing monitoring based on the risks posed by particular customers;

2) setting transaction limits for higher-risk customers or products;

3) requiring senior management approval for higher-risk transactions, including
those involving PEPs;

4) determining the circumstances under which they may refuse to take on or
terminate/cease high risk customers/products or services;

5) determining the circumstances requiring senior management approval (e.g. high
risk or large transactions, when establishing relationship with high risk
customers such as PEPs).

Evaluating Residual Risk and Comparing with the Risk Tolerance
iv. Subsequent to establishing the risk mitigation measures, Maan Securities (Pvt) Limited

should evaluate their residual risk, the risk remaining after taking into consideration
the risk mitigation measures and controls. Residual risks should be in line with
Maan Securities (Pvt) Limited’s overall risk tolerance.

v. Where Maan Securities (Pvt) Limited finds that the level of residual risk exceeds its risk
tolerance, or that its risk mitigation measures do not adequately mitigate high-risks, Maan
Securities (Pvt) Limited should enhance the risk mitigation measures that are in place.

6. Monitoring AML/CFT Systems and Controls



Maan Securities (Pvt) Limited will need to have systems in place to monitor the risks
identified and assessed as they may change or evolve over time due to certain changes
in risk factors, which may include changes in customer conduct, development of new
technologies, new embargoes and new sanctions. Maan Securities (Pvt) Limited shall
update their systems as appropriate to suit the change in risks.

Additionally, Maan Securities (Pvt) Limited shall assess the effectiveness of their risk
mitigation procedures and controls, and identify areas for improvement, where needed.
For that purpose, Maan Securities (Pvt) Limited will need to consider monitoring certain
aspects which include:

1)

2)

3)
4)

5)
6)
7)
8)

the ability to identify changes in a customer profile or transaction
activity/behaviour, which come to light in the normal course of business;

the potential for abuse of products and services by reviewing ways in which
different products and services may be used for ML/TF purposes, and how
these ways may change, supported by typologies/law enforcement feedback, etc.;
the adequacy of employee training and awareness;

the adequacy of internal coordination mechanisms i.e., between AML/CFT
compliance and other functions/areas;

the compliance arrangements (such as internal audit);

the performance of third parties who were relied on for CDD purposes;

changes in relevant laws or regulatory requirements; and

changes in the risk profile of countries to which Maan Securities (Pvt) Limited
or its customers are exposed to.

7. Documentation and Reporting

Maan Securities (Pvt) Limited must document their RBA. Documentation of relevant
policies, procedures, review results and responses should enable Maan Securities (Pvt)
Limited to demonstrate to the Commission:

1)
2)
3)

4)

risk assessment systems including how Maan Securities (Pvt) Limited assesses
ML/TF risks;

details of the implementation of appropriate systems and procedures, including due
diligence requirements, in light of its risk assessment;

how it monitors and, as necessary, improves the effectiveness of its systems and
procedures; and

the arrangements for reporting to senior management on the results of ML/TF risk
assessments and the implementation of its ML/TF risk management systems and
control processes.

ii. Maan Securities (Pvt) Limited shall note that the ML/TF risk assessment is not a one-time
exercise and therefore, they must ensure that their ML/TF risk management processes
are kept under regular review which is at least annually. Further, Maan Securities (Pvt)
Limited management should review the program’s adequacy when the reporting entity
adds new products or services, opens or closes accounts with high-risk customers,
or expands through mergers or acquisitions.

iii. Maan Securities (Pvt) Limited should be able to demonstrate to the Commission, the
adequacy of its assessment, management and mitigation of ML/TF risks; its customer
acceptance policy; its procedures and policies concerning customer identification and
verification; its ongoing monitoring and procedures for reporting suspicious
transactions; and all measures taken in the context of AML/CFT, during the SECP’s
on-site inspection. Maan Securities (Pvt) Limited shall maintain Control Assessment
Template (Annex 2) within the period as required by the Commission from time to time.

8. New Products and Technologies

Maan Securities (Pvt) Limited should have systems in place to identify and assess ML/TF



risks that may arise in relation to the development of new products and new business
practices, including new delivery mechanisms, and the use of new or developing
technologies for both new and pre-existing products such as:

1) electronic verification of documentation;
2) data and transaction screening systems; or
3) the use of virtual or digital currencies.

ii. Maan Securities (Pvt) Limited should undertake a risk assessment prior to the launch or
use of such products, practices and technologies; and take appropriate measures to
manage and mitigate the risks.

iii. Maan Securities (Pvt) Limited should have policies and procedures to prevent the
misuse of technological development in ML/TF schemes, particularly those technologies
that favour anonymity. For example, securities trading and investment business on the
Internet, add a new dimension to Maan Securities (Pvt) Limited' activities. The
unregulated nature of the Internet is attractive to criminals, opening up alternative
possibilities for ML/TF, and fraud.

It is not appropriate that Maan Securities (Pvt) Limited should offer on-line live
account opening allowing full immediate operation of the account in a way which
would dispense with or bypass normal identification procedures. However, initial
application forms could be completed on-line and then followed up with appropriate
identification checks. The account, in common with accounts opened through more
traditional methods, should not be put into full operation until the relevant account
opening provisions have been satisfied.

iv. To maintain adequate systems, Maan Securities (Pvt) Limited should ensure that its systems
and procedures are kept up to date with such developments and the potential new risks
and impact they may have on the products and services offered by Maan Securities (Pvt)
Limited. Risks identified must be fed into Maan Securities (Pvt) Limited’ business risk
assessment.

9. Cross-border Correspondent Relationship

i. Cross-border correspondent relationships is the provision of services by one institution to
another institution (the respondent institution). Correspondent institutions that process
or execute transactions for their customer’s (i.e. respondent institution’s) customers
may present high ML/TF risk and as such may require EDD.

ii. In order for Maan Securities (Pvt) Limited to manage their risks effectively, they shall
consider entering into a written agreement with the respondent institution before
entering into the correspondentrelationship.

.In addition to setting out the responsibilities of each institution, the agreement could
include details on how Maan Securities (Pvt) Limited will monitor the relationship to
ascertain how effectively the respondent institution is applying CDD measures to its
customers, and implementing AML/CFT controls.

iv. Correspondent Institutions are encouraged to maintain an ongoing and open dialogue with
the respondent institutions to discuss the emerging risks, strengthening AML/CFT
controls, and help the respondent institutions in understanding the correspondent
institutions’ AML/CFT policies and expectations of the correspondent relationship.

10.Customer Due Diligence

i. Maan Securities (Pvt) Limited shall take steps to know who their customers are. Maan
Securities (Pvt) Limited shall not keep anonymous accounts or accounts in fictitious
names. Maan Securities (Pvt) Limited shall take steps to ensure that their customers are
who they purport themselves to be. Maan Securities (Pvt) Limited shall conduct CDD,



which comprises of identification and verification of customers including beneficial
owners (such that it is satisfied that it knows who is the beneficial owner), understanding
the intended nature and purpose of the relationship, and ownership and control structure
of the customer.

ii. Maan Securities (Pvt) Limited shall conduct ongoing due diligence on the business
relationship and scrutinize transactions undertaken throughout the course of that
relationship to ensure that the transactions being conducted are consistent with Maan
Securities (Pvt) Limited’s knowledge of the customer, its business and risk profile
(Annex 3), including, where necessary, the source of funds. Maan Securities (Pvt)
Limited shall conduct CDD when establishing a business relationship if:

(0 There is a suspicion of ML/TF, Annex 4 gives some examples of potentially
suspicious activities or “red flags” for ML/TF. Although these may not be
exhaustive in nature, it may help Maan Securities (Pvt) Limited recognize
possible ML/TF schemes and may warrant additional scrutiny, when
encountered. The mere presence of a red flag is not by itself evidence of criminal
activity. Closer scrutiny will assist in determining whether the activity is unusual
or suspicious or one for which there does not appear to be a reasonable business
or legal purpose.; or

(2) There are doubts as to the veracity or adequacy of the previously obtained
customer identification information.

iii. In case of suspicion of ML/TF, Maan Securities (Pvt) Limited should:
€8] Seek to identify and verify the identity of the customer and the beneficial
owner(s), irrespective of any specified threshold that might otherwise apply; and
(2) File a Suspicious Transaction Reporting (“STR”) with the FMU, in accordance

with the requirements under the Law.

iv.Maan Securities (Pvt) Limited shall monitor transactions to determine whether they are
linked. Transactions could be deliberately restructured into two or more transactions of
smaller values to circumvent the applicable threshold.

v. Maan Securities (Pvt) Limited shall verify the identification of a customer using
reliable independent source documents, data or information including verification of
CNICs from Verisys. Similarly, Maan Securities (Pvt) Limited shall identify and verify the
customer’s beneficial owner(s) to ensure that Maan Securities (Pvt) Limited understands
who the ultimate beneficial owner is.

\'%

i.Maan Securities (Pvt) Limited shall ensure that they understand the purpose and
intended nature of the proposed business relationship or transaction. Maan Securities (Pvt)
Limited shall assess and ensure that the nature and purpose are in line with its expectation
and use the information as a basis for ongoing monitoring.

vii. The Regulations require Maan Securities (Pvt) Limited to identify and verify the identity of
any person that is purporting to act on behalf of the customer (“authorized person”). Maan
Securities (Pvt) Limited should also verify whether that authorized person is properly
authorized to act on behalf of the customer. Maan Securities (Pvt) Limited shall conduct
CDD on the authorized person(s) using the same standards that are applicable to a
customer. Additionally, Maan Securities (Pvt) Limited shall ascertain the reason for such
authorization and obtain a copy of the authorization document.

viii. Maan Securities (Pvt) Limited may differentiate the extent of CDD measures, depending on
the type and level of risk for the various risk factors. For example, in a particular situation,
they could apply normal CDD for customer acceptance measures, but enhanced CDD for
ongoing monitoring, or vice versa. Similarly, allowing a high-risk customer to acquire a low
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risk product or service on the basis of a verification standard that is appropriate to that
low risk product or service, can lead to a requirement for further verification requirements,
particularly if the customer wishes subsequently to acquire a higher risk product or service.

ix. When performing CDD measures in relation to customers that are legal persons or legal

arrangements, Maan Securities (Pvt) Limited should identify and verify the identity of the
customer, and understand the nature of its business, and its ownership and control structure.

. The purpose of the requirements set out regarding the identification and verification of the

applicant and the beneficial owner is twofold: first, to prevent the unlawful use of legal
persons and arrangements, by gaining a sufficient understanding of the applicant to be able to
properly assess the potential ML/TF risks associated with the business relationship; and
second, to take appropriate steps to mitigate the risks. In this context, Maan Securities
(Pvt) Limited should identify the customer and verify its identity. The type of information
that would normally be needed to perform this function should be as specified in
Annexure 1 of the Regulations.

.If Maan Securities (Pvt) Limited has any reason to believe that an applicant has been refused
facilities by another Maan Securities (Pvt) Limited due to concerns over illicit activities of
the customer, it should consider classifying that applicant as higher-risk and apply
enhanced due diligence procedures to the customer and the relationship, filing an STR
and/or not accepting the customer in accordance with its own risk assessments and
procedures.

a) Timing of Verification

The best time to undertake verification is prior to entry into the business relationship or
conducting a transaction. However, as provided in the Regulations Maan Securities (Pvt)
Limited may complete verification after the establishment of the business relationship.

Examples of the types of circumstances (in addition to those referred for beneficiaries
of life insurance or Takaful policies) where it would be permissible for verification to be
completed after the establishment of the business relationship, because it would be
essential not to interrupt the normal conduct of business, include:

(1) Non face-to-face business.

(2) Securities transactions. In the securities industry intermediaries may be
required to perform transactions very rapidly, according to the market conditions at
the time the customer is contacting them, and the performance of the transaction
may be required before verification of identity is completed.

(3) In cases of telephone or electronic business where payment is or is expected to be
made from a bank or other account, the person verifying identity should:

(a) satisfy himself/herself that such account is held in the name of the
customer at or before the time of payment; and

(b) not remit the proceeds of any transaction to the customer or his/her order
until verification of identity has been completed.

iii.  The above are only examples and Maan Securities (Pvt) Limited should adopt risk
management procedures with respect to the conditions under which an applicant may
utilize the business relationship prior to verification. Such conditions may include
restricting the funds received from being passed to third parties, imposing a limitation
on the number, types and/or amount of transactions that can be performed and the
monitoring of large or complex transactions being carried out outside the expected
norms for that type of relationship. For the avoidance of doubt, Maan Securities (Pvt)
Limited should not postpone the verification where the ML/TF risks are high and
enhanced due diligence measures are required to be performed. Verification, once
begun, should normally be pursued either to a satisfactory conclusion or to the



point of refusal. If an applicant does not pursue an application, Maan Securities (Pvt)
Limited’s staff could consider that this in itself is suspicious, and they should evaluate
whether a STR to FMU is required.

Where CDD checks raise suspicion or reasonable grounds to suspect that the assets or
funds of the prospective customer may be the proceeds of predicate offences and
crimes related to ML/TF, Maan Securities (Pvt) Limited should not voluntarily agree to
open accounts with such customers. In such situations, Maan Securities (Pvt) Limited
should file an STR with the FMU and ensure that the customer is not informed, even
indirectly, that an STR has been, is being or shall be filed.

b) Existing Customers

Maan Securities (Pvt) Limited are required to apply CDD measures to existing
customers on the basis of materiality and risk, and to conduct due diligence on such
existing relationships at appropriate times, taking into account whether and when
CDD measures have previously been undertaken and the adequacy of data obtained.

The CDD requirements entails that, if Maan Securities (Pvt) Limited has a suspicion of
ML/TF or becomes aware at any time that it lacks sufficient information about an
existing customer, it should take steps to ensure that all relevant information is
obtained as quickly as possible.

Maan Securities (Pvt) Limited is entitled to rely on the identification and verification steps
that it has already undertaken, unless it has doubts about the veracity of that information.
Examples of situations that might lead an institution to have such doubts could be where
there is a suspicion of money laundering in relation to that customer, or where there is
a material change in the way that the customer’s account is operated, which is not
consistent with the customer’s business profile.

Where Maan Securities (Pvt) Limited is unable to complete and comply with CDD
requirements as specified in the Regulations, it shall not open the account, commence a
business relationship, or perform the transaction. If the business relationship has already
been established, Maan Securities (Pvt) Limited shall terminate the relationship.
Additionally, Maan Securities (Pvt) Limited shall consider making a STR to the FMU.

c) Tipping-off & Reporting

The Law prohibits tipping-off. However, arisk exists that customers could be
unintentionally tipped off when Maan Securities (Pvt) Limited is seeking to complete its
CDD obligations or obtain additional information in case of suspicion of ML/TF. The
applicant/customer’s awareness of a possible STR or investigation could compromise
future efforts to investigate the suspected ML/TF operation.

Therefore, if Maan Securities (Pvt) Limited form a suspicion of ML/TF while
conducting CDD or ongoing CDD, they should take into account the risk of tipping-
off when performing the CDD process. If Maan Securities (Pvt) Limited reasonably
believes that performing the CDD or on-going process will tip-off the
applicant/customer, it may choose not to pursue that process, and should file a STR.
Maan Securities (Pvt) Limited should ensure that their employees are aware of, and
sensitive to, these issues when conducting CDD or ongoing CDD.

d) No Simplified Due Diligence for Higher-Risk Scenarios
Maan Securities (Pvt) Limited should not adopt simplified due diligence measures
where the ML/TF risks are high. Maan Securities (Pvt) Limited shall identify risks
and have regard to the risk analysis in determining the level of due diligence.
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On-going Monitoring of Business Relationships

Once the identification procedures have been completed and the business
relationship is established, Maan Securities (Pvt) Limited is required to monitor
the conduct of the relationship to ensure that it is consistent with the nature of
business stated when the relationship/account was opened. Maan Securities (Pvt)
Limited shall conduct ongoing monitoring of their business relationship with their
customers. Ongoing monitoring helps Maan Securities (Pvt) Limited to keep the
due diligence information up-to-date, and review and adjust the risk profiles of
the customers, where necessary.

Maan Securities (Pvt) Limited shall conduct on-going due diligence which
includes scrutinizing the transactions undertaken throughout the course of the
business relationship with a customer.

Maan Securities (Pvt) Limited should develop and apply written policies and
procedures for taking reasonable measures to ensure that documents, data or
information collected during the “Identification” process are kept up-to-date and
relevant by undertaking routine reviews of existing records.

Maan Securities (Pvt) Limited shall consider updating customer CDD records as a
part its periodic reviews (within the timeframes set by Maan Securities (Pvt)
Limited based on the level of risk posed by the customer) or on the occurrence
of a triggering event, whichever is earlier. Examples of triggering events include:

(1) Material changes to the customer risk profile or changes to the way that the
account usually operates;

(2) Where it comes to the attention of Maan Securities (Pvt) Limited that it lacks
sufficient or significant information on that particular customer;

(3) Where a significant transaction takes place;

(4) Where there is a significant change in customer documentation standards;

(5) Significant changes in the business relationship.

Examples of the above circumstances include:

(1) New products or services being entered into,

(2) A significant increase in a customer’s salary being deposited,

(3) The stated turnover or activity of a corporate customer increases,
(4) A person has just been designated as a PEP,

(5) The nature, volume or size of transactions changes.

Maan Securities (Pvt) Limited should be vigilant for any significant changes or
inconsistencies in the pattern of transactions. Inconsistency is measured against the
stated original purpose of the accounts. Possible areas to monitor could be:

(1) transaction type

(2) frequency

(3) amount

(4) geographical origin/destination
(5) account signatories

However, if Maan Securities (Pvt) Limited has a suspicion of ML/TF or becomes
aware at any time that it lacks sufficient information about an existing customer,
it should take steps to ensure that all relevant information is obtained as quickly as
possible

It is recognized that the most effective method of monitoring of accounts is achieved
through a combination of computerized and human manual solutions. A corporate
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compliance culture, and properly trained, vigilant staff through their day-to-day
dealing with customers, will form an effective monitoring mechanism.

Whilst some Maan Securities (Pvt) Limited may wish to invest in expert computer
systems specifically designed to assist the detection of fraud and ML/TF, it is
recognized that this may not be a practical option for many due to cost, the nature of
their business, or difficulties of systems integration. In such circumstances Maan
Securities (Pvt) Limited will need to ensure they have alternative systems in place
for conducting on-going monitoring.

Simplified Due Diligence Measures (“SDD”)

Maan Securities (Pvt) Limited may conduct SDD in case of lower risks identified by
Maan Securities (Pvt) Limited. However, Maan Securities (Pvt) Limited shall ensure
that the low risks it identifies are commensurate with the low risks identified by the
country or the Commission. While determining whether to apply SDD, Maan
Securities (Pvt) Limited should pay particular attention to the level of risk assigned to
the relevant sector, type of customer or activity.

The simplified measures should be commensurate with the low risk factors.

SDD is not acceptable in higher-risk scenarios where there is an increased risk, or
suspicion that the applicant is engaged in ML/TF, or the applicant is acting on behalf of
a person that is engaged in ML/TF.

Where the risks are low and where there is no suspicion of ML/TF, the law allow Maan
Securities (Pvt) Limited to rely on third parties for verifying the identity of the
applicants and beneficial owners.

Where Maan Securities (Pvt) Limited decides to take SDD measures on an
applicant/customer, it should document the full rationale behind such decision and
make available that documentation to the Commission on request.

Enhanced CDD Measures (“EDD”)

Maan Securities (Pvt) Limited should examine, as far as reasonably possible, the
background and purpose of all complex, unusual large transactions, and all unusual
patterns of transactions, that have no apparent economic or lawful purpose.

Where the risks of ML/TF are higher, or in cases of unusual or suspicious activity,
Maan Securities (Pvt) Limited should conduct enhanced CDD measures, consistent with
the risks identified. In particular, Maan Securities (Pvt) Limited should increase the
degree and nature of monitoring of the business relationship, in order to determine
whether those transactions or activities appear unusual or suspicious.

Examples of enhanced CDD measures that could be applied for high-risk business
relationships include:

(1) Obtaining additional information on the applicant/customer (e.g. occupation,
volume of assets, information available through public databases, internet,
etc.).

(2) Updating more regularly the identification data of applicant/customer and
beneficial owner.

(3) Obtaining additional information on the intended nature of the business
relationship.

(4) Obtaining additional information on the source of funds or source of wealth of
the applicant/customer.

(5) Obtaining additional information on the reasons for intended or performed



transactions.

(6) Obtaining the approval of senior management to commence or continue the
business relationship.

(7) Conducting enhanced monitoring of the business relationship, by increasing
the number and timing of controls applied, and selecting patterns of
transactions that need further examination.

iv. In case of accounts where the accountholder has instructed Maan Securities (Pvt) Limited
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not to issue any correspondence to the accountholder's address. Such accounts do carry
additional risk to Maan Securities (Pvt) Limited, and they should exercise due caution as a
result. It is recommended on a best practice basis that evidence of identity of the
accountholder should be obtained by Maan Securities (Pvt) Limited. "Hold Mail"
accounts should be regularly monitored and reviewed and Maan Securities (Pvt) Limited
should take necessary steps to obtain the identity of the account holder where such
evidence is not already in Maan Securities (Pvt) Limited file.

a) High-Risk Countries

Certain countries are associated with crimes such as drug trafficking, fraud and
corruption, and consequently pose a higher potential risk to Maan Securities (Pvt)
Limited. Conducting a business relationship with an applicant/customer from such a
country exposes Maan Securities (Pvt) Limited to reputational risk and legal risk.

Maan Securities (Pvt) Limited should exercise additional caution and conduct
enhanced due diligence on individuals and/or entities based in high-risk countries.

Caution should also be exercised in respect of the acceptance of certified
documentation from individuals/entities based in high-risk countries/territories and
appropriate verification checks undertaken on such individuals/entities to ensure
their legitimacy and reliability.

Maan Securities (Pvt) Limited are advised to consult publicly available information
to ensure that they are aware of the high-risk countries/territories. While assessing
risk of a country, Maan Securities (Pvt) Limited are encouraged to consider among
the other sources, sanctions issued by the UN, the FATF high risk and non-
cooperative jurisdictions, the FATF and its regional style bodies (FSRBs) and
Transparency international corruption perception index.

Useful websites include: FATF website at www.fatf-gafi.org and Transparency
International, www.transparency.org for information on countries vulnerable to
corruption.

Politically Exposed Persons (PEPs)

Business relationships with individuals holding important public positions and with
persons or companies clearly related to them may expose Maan Securities (Pvt)
Limited to significant reputational and/or legal risk. The risk occurs when such persons
abuse their public powers for either their own personal benefit and/or the benefit of
others through illegal activities such as the receipt of bribes or fraud. Such persons,
commonly referred to as ‘politically exposed persons’ (PEPs) and defined in the
Regulations, inter-alia, heads of state, ministers, influential public officials, judges
and military commanders and includes their family members and close associates.

Family members of a PEP are individuals who are related to a PEP either directly
(consanguinity) or through marriage or similar (civil) forms of partnership.

Close associates to PEPs are individuals who are closely connected to PEP, either
socially or professionally.


http://www.fatf-gafi.org/
http://www.fatf-gafi.org/
http://www.fatf-gafi.org/
http://www.transparency.org/
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Provision of financial services to corrupt PEPs exposes Maan Securities (Pvt) Limited to
reputational risk and costly information requests and seizure orders from law
enforcement or judicial authorities. In addition, public confidence in the ethical
standards of the whole financial system can be undermined.

Maan Securities (Pvt) Limited are encouraged to be vigilant in relation to PEPs from
all jurisdictions, who are seeking to establish business relationships. Maan
Securities (Pvt) Limited should, in relation to PEPs, in addition to performing
normal due diligence measures:

(1) have appropriate risk management systems to determine whether the
customer is a politically exposed person;

(2) obtain senior management approval for establishing business relationships
with such customers;

(3) take reasonable measures to establish the source of wealth and source of
funds; and conduct enhanced ongoing monitoring of the business relationship.

Maan Securities (Pvt) Limited should obtain senior management approval to continue
a business relationship once a customer or beneficial owner is found to be, or
subsequently becomes, a PEP.

Maan Securities (Pvt) Limited shall take a risk based approach to determine the
nature and extent of EDD where the ML/TF risks are high. In assessing the ML/TF
risks of a PEP, Maan Securities (Pvt) Limited shall consider factors such as whether
the customer who is a PEP:

(1) Is from a high risk country;

(2) Has prominent public functions in sectors known to be exposed to corruption;

(3) Has business interests that can cause conflict of interests (with the position
held).

The other red flags that Maan Securities (Pvt) Limited shall consider include (in
addition to the above and the red flags that they consider for other applicants):

(1) The information that is provided by the PEP is inconsistent with other (publicly
available) information, such as asset declarations and published official
salaries;

(2) Funds are repeatedly moved to and from countries to which the PEP does not
seem to have ties;

(3) A PEP uses multiple bank accounts for no apparent commercial or other
reason;

(4) The PEP is from a country that prohibits or restricts certain citizens from
holding accounts or owning certain property in a foreign country.

Maan Securities (Pvt) Limited shall take a risk based approach in determining whether
to continue to consider a customer as a PEP who is no longer a PEP. The factors that
they should consider include:

(1) the level of (informal) influence that the individual could still exercise; and

(2) whether the individual’s previous and current function are linked in any way
(e.g., formally by appointment of the PEPs successor, or informally by the
fact that the PEP continues to deal with the same substantive matters).

x. In the case of insurance policies, Maan Securities (Pvt) Limited shall take steps to

determine whether the beneficiary or beneficial owner of a beneficiary is a PEP.
This determination should be done at least at the time of pay-out. Where high risks
are identified, Maan Securities (Pvt) Limited shall inform the senior management
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before the pay-out of the policy and conduct EDD on the whole business relationship.
Additionally, where appropriate, Maan Securities (Pvt) Limited shall consider filing a
STR.

Record-Keeping Procedures

Maan Securities (Pvt) Limited should ensure that all information obtained in the
context of CDD is recorded. This includes both;

a. recording the documents Maan Securities (Pvt) Limited is provided with when
verifying the identity of the customer or the beneficial owner, and
b. transcription into Maan Securities (Pvt) Limited’s own IT systems of the
relevant CDD information
contained in such documents or obtained by other means.

Maan Securities (Pvt) Limited should maintain, for at least 5 years after termination,
all necessary records on transactions to be able to comply swiftly with information
requests from the competent authorities. Such records should be sufficient to permit the
reconstruction of individual transactions, so as to provide, if necessary, evidence for
prosecution of criminal activity.

Where there has been a report of a suspicious activity or Maan Securities (Pvt)
Limited is aware of a continuing investigation or litigation into ML/TF relating to a
customer or a transaction, records relating to the transaction or the customer should be
retained until confirmation is received that the matter has been concluded.

. Maan Securities (Pvt) Limited should also keep records of identification data obtained

through the customer due diligence process, account files and business
correspondence that would be useful to an investigation for a period of 5 years after
the business relationship has ended. This includes records pertaining to enquiries about
complex, unusual large transactions, and unusual patterns of transactions.
Identification data and transaction records should be made available to relevant
competent authorities upon request.

Beneficial ownership information must be maintained for at least 5 years after the date
on which the customer (a legal entity) is dissolved or otherwise ceases to exist, or five
years after the date on which the customer ceases to be a customer of Maan Securities
(Pvt) Limited.

Records relating to verification of identity will generally comprise:

1) a description of the nature of all the evidence received relating to the
identity of the verification subject; and
2) the evidence itself or a copy of it or, if that is not readily available,

information reasonably sufficient to obtain such a copy.
Records relating to transactions will generally comprise:

1) details of personal identity, including the names and addresses, of:
a) the customer;
b) the beneficial owner of the account or product; and
c) Any counter-party

2). details of securities and investments transacted including:
a. the nature of such securities/investments;
b. valuation(s) and price(s);
c. memoranda of purchase and sale;
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source(s) and volume of funds and securities;

destination(s) of funds and securities;

memoranda of instruction(s) and authority(ies);

book entries;

custody of title documentation;

the nature of the transaction;

the date of the transaction;

the form (e.g. cash, cheque) in which funds are offered and
paid out.

XTI owa "o a

Reporting of Suspicious Transactions / Currency Transaction Report

A suspicious activity will often be one that is inconsistent with a customer’s known,
legitimate activities or with the normal business for that type of account. Where a
transaction is inconsistent in amount, origin, destination, or type with a customer's
known, legitimate business or personal activities, the transaction must be considered
unusual, and Maan Securities (Pvt) Limited should put “on enquiry”. Maan Securities
(Pvt) Limited should also pay special attention to all complex, unusual large
transactions, and all unusual patterns of transactions, which have no apparent economic
or visible lawful purpose.

Where the enquiries conducted by Maan Securities (Pvt) Limited do not provide a
satisfactory explanation of the transaction, it may be concluded that there are grounds
for suspicion requiring disclosure and escalate matters to the AML/CFT CO.

Enquiries regarding complex, unusual large transactions, and unusual patterns of

transactions, their background, and their result should be properly documented, and made
available to the relevant authorities upon request. Activities which should require further
enquiry may be recognizable as falling into one or more of the following categories.
This list is not meant to be exhaustive, but includes:

(1) any unusual financial activity of the customer in the context of the customer’s
own usual activities;

(2) any unusual transaction in the course of some usual financial activity;

(3) any unusually-linked transactions;

(4) any unusual method of settlement;

(5) any unusual or disadvantageous early redemption of an investment product;

(6) any unwillingness to provide the information requested.

. Where cash transactions are being proposed by customers, and such requests are not in
accordance with the customer's known reasonable practice, Maan Securities (Pvt) Limited
will need to approach such situations with caution and make further relevant enquiries.
Depending on the type of business Maan Securities (Pvt) Limited conducts and the nature of
its customer portfolio, Maan Securities (Pvt) Limited may wish to set its own parameters
for the identification and further investigation of cash transactions.

Where Maan Securities (Pvt) Limited has been unable to satisfy that any cash transaction

Vi.

is reasonable, and therefore should be considered as suspicious. Maan Securities (Pvt)
Limited i1s also obligated to file Currency Transaction Report (CTR), for a cash-based
transaction involving payment, receipt, or transfer of Rs. 2 million and above.

If Maan Securities (Pvt) Limited decides that a disclosure should be made, the law
require Maan Securities (Pvt) Limited to report STR without delay to the FMU, in
standard form as prescribed under AML Regulations 2008. The STR prescribed reporting
form can be found on FMU website through the link below.

vii. The process for identifying, investigating and reporting suspicious transactions to the
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FMU should be clearly specified in the reporting entity’s policies and procedures and
communicated to all personnel through regular training.

Maan Securities (Pvt) Limited is required to report total number of STRs filed to the
Commission on bi- annual basis within seven days of close of each half year. The CO
should ensure prompt reporting in this regard.

. Vigilance systems should require the maintenance of a register of all reports made to the

FMU. Such registers should contain details of:

(1) the date of the report;

(2) the person who made the report;

(3) the person(s) to whom the report was forwarded; and
(4) reference by which supporting evidence is identifiable.

It is normal practice for Maan Securities (Pvt) Limited to turn away business that they
suspect might be criminal in intent or origin. Where an applicant or a customer is
hesitant/fails to provide adequate documentation (including the identity of any beneficial
owners or controllers), consideration should be given to filing a STR. Also, where an
attempted transaction gives rise to knowledge or suspicion of ML/TF, that attempted
transaction should be reported to the FMU.

Once suspicion has been raised in relation to an account or relationship, in addition to
reporting the suspicious activity Maan Securities (Pvt) Limited should ensure that
appropriate action is taken to adequately mitigate the risk of Maan Securities (Pvt) Limited
being used for criminal activities. This may include a review of either the risk classification
of the customer or account or of the entire relationship itself. Appropriate action may
necessitate escalation to the appropriate level of decision-maker to determine how to
handle the relationship, taking into account any other relevant factors, such as cooperation
with law enforcement agencies or the FMU.

Sanctions Compliance- Implementation of UN Security Council Resolutions

Sanctions are prohibitions and restrictions put in place with the aim of
maintaining or restoring international peace and security. They generally target
specific individuals or entities; or particular sectors, industries or interests. They
may be aimed at certain people and targets in a particular country or territory, or some
organization or element within them. There are also sanctions that target those
persons and organizations involved in terrorism. The types of sanctions that may be
imposed include:

(1) targeted sanctions focused on named persons or entities, generally freezing
assets and prohibiting making any assets available to them, directly or
indirectly;

(2) economic sanctions that prohibit doing business with, or making funds or
economic resources available to, designated persons, businesses or other entities,
directly or indirectly;

(3) currency or exchange control;

(4) arms embargoes, which would normally encompass all types of military and
paramilitary equipment;

(5) prohibiting investment, financial or technical assistance in general or for
particular industry sectors or territories, including those related to military or
paramilitary equipment or activity;

(6) import and export embargoes involving specific types of goods (e.g.
oil products), or their movement using aircraft or vessels, including facilitating
such trade by means of financial or technical assistance, brokering, providing



insurance etc.;

(7) visa and travel bans and

(8) Targeted financial sanctions relating to the prevention, suppression and
disruption of proliferation of Weapons of Mass Destruction (WMD) and its
financing.

ii.  The Regulations require Maan Securities (Pvt) Limited not to form business relationship
with the individuals/entities and their associates that are either, sanctioned under
United Nations Security Council (UNSC) Resolutions adopted by Pakistan or
proscribed under the Anti-Terrorism Act, 1997.

iii.  The UNSC, acting under chapter VII of the United Nations Charter, adopts the
Resolutions on counter terrorism measures and proliferation of WMD, in particular;

a. the UNSC Resolution 1267 (1999), 1989 (2011), 2253 (2015) and other
subsequent resolutions, which impose sanctions covering; asset freeze,
travel ban and arms embargo, against individuals and entities associated to Al-
Qaida, Taliban, and the Islamic State in Iraq (Daésh) organizations. The
regularly updated consolidated lists is available at the UN sanctions
committee’s website, at following link;

https://www.un.org/sc/suborg/en/sanctions/un-sc-consolidated-list

b. the UNSC Resolution 1373 (2001), 1998 (2011) on terrorism and financing of
terrorism requiring member states to proscribe individual and entities, who
commit or attempt to commit terrorist act, freeze without delay the funds and
other financial assets or economic resources, and prohibit making any funds
or financial or other related services available to such proscribed persons
and entities.

c. the UNSC Resolution 1718(2006), 2231(2015) and its successor resolutions' on
proliferation of WMD and its financing, and Targeted Financial Sanctions
(TES) on countries and specifically identified individual and entities associated
with it. The resolution require, inter-alia freezing without delay the funds or
other assets of, any person or entity designated, or under the authority of
UNSC. The regularly updated consolidated lists of person and entities
designated under UNSCRR 1718(2006) and its successor resolutions (on the
DPRK) and listed under UNSCR 2231 (2015) (on Iran) is available at the UN
sanctions committee’s website, at following link;

https://www.un.org/sc/suborg/en/sanctions/1718/materials
https://www.un.org/sc/2231/list.shtml

iv.  Government of Pakistan, Ministry of Foreign Affairs issues Statutory Regulatory
Orders (SROs) under the United Nations (Security Council) Act, 1948 (Act No XIV of
1948) to give effect to the UNSC Resolutions and implement UNSC sanction
measures in Pakistan. The said SROs are communicated to Maan Securities (Pvt)
Limited, from time to time, and have a binding legal effect under the Act No. XIV of
1948. Maan Securities (Pvt) Limited should ensure compliance with the sanctions
communicated through SROs. A list of such SROs issued by the Federal Government

! The UNSC sanctions with respect to proliferation of WMD primarily encapsulates currently the
Islamic Republic of Iran and the Democratic People’s Republic of Korea’s sanctions regime. The
UNSC resolution on Iran is 2231 (2015). The UNSC resolution on Democratic People’s
Republic of Korea are 1718 (2006), 1874 (2009), 2087 (2013), 2094

(2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017).


https://www.un.org/sc/suborg/en/sanctions/un-sc-consolidated-list
https://www.un.org/sc/suborg/en/sanctions/1718/materials
https://www.un.org/sc/2231/list.shtml
https://www.un.org/sc/2231/list.shtml

till date is also available at the following links:

UNSCR 1267
http://www.mofa.gov.pk/contentsrol.php
http://www.mofa.gov.pk/contentsro2.php

UNSCR
1718 http://www.secdiv.gov.pk/page/sro-unscr-sanctions



http://www.mofa.gov.pk/contentsro1.php
http://www.mofa.gov.pk/contentsro2.php
http://www.mofa.gov.pk/contentsro2.php
http://www.secdiv.gov.pk/page/sro-unscr-sanctions

v.  The Federal Government, Ministry of Interior issues Notifications of proscribed
individuals /entities pursuant to the Anti-Terrorism Act, 1997, to implement sanction
measures under UNSCR 1373(2001). The regularly updated consolidated list is
available at the National Counter Terrorism Authority’s website, at following link;

http://nacta.gov.pk/proscribed-organizations/

vi.  The individuals and entities designated under the aforementioned resolutions are
subject to sanctions including assets freeze, travel ban and ban on provision of any
funds, financial assets or economic recourses. Such sanctions also extend to any
funds, financial assets and economic resources indirectly owned by the designated
individuals, and to individuals or entities acting on their behalf or on their direction.

vii. ~ Maan Securities (Pvt) Limited shall, taking note of the circumstances where customers
and transections are more vulnerable to be involved in TF and PF activitiesz, identify
high-risk customers and transections, and apply enhanced scrutiny. Maan Securities
(Pvt) Limited shall conduct checks on the names of potential and new customers, as
well as regular checks on the names of existing customers, beneficial owners,
transactions, and other relevant parties against the names in the abovementioned lists,
to determine if the business relations involves any sanctioned person/entity, or person
associated with a sanctioned person/entity/country.

viii. Maan Securities (Pvt) Limited is also required to screen its entire customer
database when the new names are listed through UNSC Resolution or the domestic
NACTA list. Maan Securities (Pvt) Limited shall undertake reasonable efforts to collect
additional information in order to identify, and avoid engaging in prohibited activities
and, to enable follow-up actions.

ix.  Where there is a true match or suspicion, Maan Securities (Pvt) Limited shall take
steps that are required to comply with the sanctions obligations including immediately—

(a) freeze without delay3 the customer’s fund or block the transaction, if it is
an existing customer;

(b) reject the customer, if the transaction has not commenced;

(c) lodge a STR with the FMU; and

(d) notify the SECP and the MOFA.

x.  Maan Securities (Pvt) Limited is required to submit a STR when there is an attempted
transaction by any of the listed persons.

xi.  Maan Securities (Pvt) Limited must ascertain potential matches with the UN
Consolidated List to confirm whether they are true matches to eliminate any
“false positives”. The reporting institution must make further enquiries from the
customer or counter-party (where relevant) to assist in determining whether it is a
true match. In case there is not 100% match but sufficient grounds of suspicion
that customer/ funds belong to sanctioned entity/ individual, Maan Securities (Pvt)
Limited may consider raising an STR to FMU.

2 The circumstances that Maan Securities (Pvt) Limited shall take note of where customers and
transections are more vulnerable to be involved in PF activities relating to both DPRK and
Iran sanction regime are listed on Annexure 5 as PF Warning Signs/Red Alerts.

* According to FATF , without delay is defined to be ideally within a matter of hours of
designation by the UNSC
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Xii.

xiii.

Xiv.

XV.

XVi.

Notwithstanding the funds, properties or accounts are frozen, Maan Securities
(Pvt) Limited may continue receiving dividends, interests, or other benefits, but such
benefits shall still remain frozen, so long as the individuals or entities continue to be
listed.

Maan Securities (Pvt) Limited shall make their sanctions compliance program an
integral part of their overall AML/CFT compliance program and accordingly
should have policies, procedures, systems and controls in relation to sanctions
compliance. Maan Securities (Pvt) Limited shall provide adequate sanctions related
training to their staff. When conducting risk assessments, Maan Securities (Pvt)
Limited shall, take into account any sanctions that may apply (to customers or
countries).

The obligations/ prohibitions regarding proscribed entities and persons mentioned in
the above lists are applicable, on an ongoing basis, to proscribed/ designated
entities and persons or to those who are known for their association with such
entities and persons, whether under the proscribed/ designated name or with a
different name.

Maan Securities (Pvt) Limited shall document and record all the actions that have
been taken to comply with the sanctions regime, and the rationale for each such action.

Maan Securities (Pvt) Limited are expected to keep track of all the applicable
sanctions, and where the sanction lists are updated, shall ensure that existing
customers are not listed.

xvil. Maan Securities (Pvt) Limited may also educate their customers that in case of

18.

wrongful or inadvertent freezing, they may apply in writing for de-listing to
Federal Government through relevant Ministry or to the UN’s Ombudsman, as the case
may be.

Internal Controls (Audit Function, outsourcing, employee Screening and
Training)

Maan Securities (Pvt) Limited are expected to have systems and controls that are
comprehensive and proportionate to the nature, scale and complexity of their
activities and the ML/TF risks they identified. Maan Securities (Pvt) Limited should
establish and maintain internal controls in relation to:

(1) an audit function to test the AML/CFT systems, policies and procedures;
(2) outsourcing arrangements;
(3) employee screening procedures to ensure high standards when hiring
employees; and
(4) an appropriate employee training program.

The type and extent of measures to be taken should be appropriate to the ML/TF
risks, and to the size of Maan Securities (Pvt) Limited.

a) Audit Function

A Maan Securities (Pvt) Limited should, on a regular basis, conduct an AML/CFT
audit to independently evaluate the effectiveness of compliance with AML/CFT
policies and procedures. The frequency of the audit should be commensurate with
Maan Securities (Pvt) Limited’s nature, size, complexity, and risks identified during



the risk assessments. The AML/CFT audits should be conducted to assess the
AML/CFT systems which include:

(1) test the overall integrity and effectiveness of the AML/CFT systems and
controls;

(2) assess the adequacy of internal policies and procedures in addressing identified
risks, including;

(a) CDD measures;

(b) Record keeping and retention;
(c) Third party reliance; and

(d) Transaction monitoring;

(3) assess compliance with the relevant laws and regulations;

(4) test transactions in all areas of Maan Securities (Pvt) Limited, with emphasis
on high-risk areas, products and services;

(5) assess employees’ knowledge of the laws, regulations, guidance, and policies &
procedures and their effectiveness in implementing policies and procedures;

(6) assess the adequacy, accuracy and completeness of training programs;

(7) assess the effectiveness of compliance oversight and quality control including
parameters for automatic alerts (if any), and

(8) assess the adequacy of Maan Securities (Pvt) Limited’s process of identifying
suspicious activity including screening sanctions lists.

b) Outsourcing

Maan Securities (Pvt) Limited should maintain policies and procedures in relation to
outsourcing where they intend to outsource some of their functions. Maan Securities
(Pvt) Limited shall conduct the due diligence on the proposed service provider to whom
it intends to outsource as appropriate and also ensure that the service provider (“OSP”) is
fit and proper to perform the activity that is being outsourced.

Where Maan Securities (Pvt) Limited decides to enter into an outsourcing arrangement,
Maan Securities (Pvt) Limited shall ensure that the outsourcing agreement clearly sets
out the obligations of both parties. Maan Securities (Pvt) Limited entering into an
outsourcing arrangement should develop a contingency plan and a strategy to exit the
arrangement in the event that the OSP fails to perform the outsourced activity as
agreed.

The OSP should report regularly to Maan Securities (Pvt) Limited within the timeframes
as agreed upon with Maan Securities (Pvt) Limited. Maan Securities (Pvt) Limited
should have access to all the information or documents relevant to the outsourced
activity maintained by the OSP. Maan Securities (Pvt) Limited must not enter into
outsourcing arrangements where access to data without delay is likely to be impeded by
confidentiality, secrecy, privacy, or data protection restrictions.

Maan Securities (Pvt) Limited shall ensure that the outsourcing agreement requires OSPs
to file a STR with the FMU in case of suspicions arising in the course of performing the
outsourced activity.

c) Employee Screening



Vi.

Vii.

Maan Securities (Pvt) Limited should maintain adequate policies and procedures to
screen prospective and existing employees to ensure high ethical and professional
standards when hiring. The extent of employee screening should be proportionate
to the potential risk associated with ML/TF in relation to the business in general,
and to the particular risks associated with the individual positions.

Employee screening should be conducted at the time of recruitment, periodically
thereafter, i.e., at least annually and where a suspicion has arisen as to the conduct of the
employee.

Maan Securities (Pvt) Limited shall ensure that their employees are competent and
proper for the discharge of the responsibilities allocated to them. While determining
whether an employee is fit and proper, Maan Securities (Pvt) Limited may:

(1) Verify the references provided by the prospective employee at the time of
recruitment

(2) Verity the employee’s employment history, professional membership and
qualifications

(3) Verify details of any regulatory actions or actions taken by a professional
body

(4) Verify details of any criminal convictions; and

(5) Verify whether the employee has any connections with the sanctioned
countries or parties.

d) Employee Training

Maan Securities (Pvt) Limited should ensure that all appropriate staff, receive training on
ML/TF prevention on aregular basis, ensure all staff fully understand the procedures and
their importance, and ensure that they fully understand that they will be committing
criminal offences if they contravene the provisions of the legislation.

Training to staff should be provided at least annually, or more frequently where there are
changes to the applicable legal or regulatory requirements or where there are
significant changes to Maan Securities (Pvt) Limited’s business operations or customer
base.

Maan Securities (Pvt) Limited should provide their staff training in the recognition and
treatment of suspicious activities. Training should also be provided on the results of
Maan Securities (Pvt) Limited’s risk assessments. Training should be structured to
ensure compliance with all of the requirements of the applicable legislation.

Staff should be aware on the AML/CFT legislation and regulatory requirements,
systems and policies. They should know their obligations and liability under the
legislation should they fail to report information in accordance with internal
procedures and legislation. All staff should be encouraged to provide a prompt and
adequate report of any suspicious activities.

All new employees should be trained on ML/TF know the legal requirement to report,
and of their legal obligations in this regard.

Maan Securities (Pvt) Limited shall consider obtaining an undertaking from their staff
members (both new and existing) confirming that they have attended the training on
AML/CFT matters, read Maan Securities (Pvt) Limited’s AML/CFT manuals, policies
and procedures, and understand the AML/CFT obligations under the relevant
legislation.

Staff members who deal with the public such as sales persons are the first point of
contact with potential money launderers, and their efforts are vital to an
organization's effectiveness in combating ML/TF. Staff responsible for opening new



viii.

Xi.

accounts or dealing with new customers should be aware of the need to verify the
customer's identity, for new and existing customers. Training should be given on the
factors which may give rise to suspicions about a customer's activities, and actions to be
taken when a transaction is considered to be suspicious.

Staff involved in the processing of transactions should receive relevant training in the
verification procedures, and in the recognition of abnormal settlement, payment or
delivery instructions. Staff should be aware of the types of suspicious activities which

may need reporting to the relevant authorities regardless of whether the transaction was
completed. Staff should also be aware of the correct procedure(s) to follow in such
circumstances.

All staff should be vigilant in circumstances where a known, existing customer opens a
new and different type of account, or makes a new investment e.g. a customer with a
personal account opening a business account. Whilst Maan Securities (Pvt) Limited
may have previously obtained satisfactory identification evidence for the customer,
Maan Securities (Pvt) Limited should take steps to learn as much as possible about the
customer's new activities.

Although Directors and Senior Managers may not be involved in the handling ML/TF
transactions, it is important that they understand the statutory duties placed upon them,
their staff and the firm itself given that these individuals are involved in approving
AML/CFT policies and procedures. Supervisors, managers and senior management
(including Board of Directors) should receive a higher level of training covering all
aspects of AML/CFT procedures, including the offences and penalties arising from
the relevant primary legislation for non-reporting or for assisting money launderers, and
the requirements for verification of identity and retention of records.

The CO should receive in-depth training on all aspects of the primary legislation, the
Regulations, regulatory guidance and relevant internal policies. They should also
receive appropriate initial and ongoing training on the investigation, determination and
reporting of suspicious activities, on the feedback arrangements and on new trends of
criminal activity.



Preparing AML/CFT Risk Assessment

Annex 1

“Establish KYC-CDD and customer risk profiling prior to Risk Assessment process”

Step 1 - Identify Customer Risk

Customer Risk Type
Internal Risk Rating by RP
Numberof Total Amount on
Customer Type F Deposit/Value of Trade (Buy 1otal Number 1otal Numpber 1otal Number
Customers/Policyholders and Sale)/Gross Premium viassiriea as viassiriea as viassiTiea as
Low Risk Medium Risk High Risk
1. Natural Persons
Resident
Non-Resident
Total Natural Persons 0.00 (/]
2. Legal Persons
Resident
Non-Resident
Total Legal Persons 0.00 [7]
Total Exposure o (0]

Step 2- Politically Exposed Persons and High Net worth Individuals

Politically Exposed Persons ('PEP’s), and or, High Net Worth Individuals

customer KISsK

Politically Exposed Persons and or

Related Companies

High Net Worth Individuals

Type

Total Number

Total Number

pvomestic PEF

roreign PEF

pvom estic

Foreign

rroaucr 1

rroaucrt £

rroaucr s

utner (speciry )

1otai

u.uvu

uU.uvu

uU.uvu

u.uvu
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Step 3 - Identify Risk by Product, Services and Transactions

Products and Services
Business Risk Domestic Foreign
Total Deposits/Securities | - T;otal N Total Exposure/Value | Total Deposits/Securities e w;stj.’securities Exposucz;aJalue of
Type Purchashed/ Policie.s SZZ/C{:ivnvst i:::;’::?:s of Customers Assz.ets in . Purfhashed/ Polif:ies Sold/Claims & Maturities | CUstomers Assetsin
Issued (Gross Premium) Daidd hand/ Net Pr (Gross Pr ) vy hand/ Net Premium
Number Value in Rs. Number ValueinRs. (on cutoffdate) Number ValueinRs. |Number Value in Rs. (on cutoffdate)
Products and Services
Product 1
Product 2
Product 3
Product 4
Other (specify)
Other (specify)
Transactions
Customer Type 1
Customer Type 2
Customer Type 3
Customer Type 4
Other (specify)
Other (specify)
Total 0.00 0.00 0.00 0.00 0.00

Step 4- Identify Wire Transfer Activity

nNnumper or 1ncoming
1ype

rransrers over une rerioa

rotail vaiue

nNumbpber or vutgoing

rransrers over wne rerioa

rotail vaiue

wire iransrers (>Swd.iri)

vomestic Fayments

r1otwai | U.Uv |

U.Uv |

V.UV |

uv.uuv

Step 5 - Identify Customer Type by Geographic Location

Types of Customers

Numberof Customers

Total Deposits/Value of
Trade/Gross Premium

Natural Persons

Of which, non-resident customers from ‘High risk
Jurisdictions' as identified by the FATF

Of which, non-resident customers from 'High risk
Jurisdictions' as identified by the financial institutions

Legal Persons

Of which, non-resident customers from ‘High risk
Jurisdictions' as identified by the FATF

Of which, non-resident customers from ‘High risk
Jurisdictions' as identified by the financial institutions

Total

0.00

0.00
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Stei 6 - Develoi Risk Likelihood Table

Customer Transaction Geography

Type of Customer

Rating: (High/ Moderate/Low)

Product Type

Lustomers Iransactions Geograpny

Rating (High/Moderate/Low)

Delivery Channels

customer I1ransacrtions wseograpny

Rating (High/Moderate/Low)

Rating

(High/Moderate/Low)

Deiivery Channeis

Geograpiy
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AML/CFT Compliance Assessment Checklist

Name of the Finsndal [astRulion

Checkilst compiated by (Name)
(Desigaation)

Date

TMM/CHMmth-ManomvmamnlMathmmm
RFLs and their associated entities te munmmmnm NF1s are advised to use this as
mdum«umumunmwmm frequency and extent of such review should be
commensurate with the risks of ML/TF and the size of the firm's business,

Note: This AML / CFT SelfAssessmment Checklist is neither intended Lo, nor should be construed as, an exhaustive list of all

AML/CFT requirements,

mamuanIWMummmmm
procedares and controls Lo mitigate risks of NUTF,

Tm;ouuhn o account the folowing risk facioes when assessing your own ML/ TF risk?
() Preduct / service risk

(b) Deivery / dstribution dhannel risk

{¢) Customer risk I |
() Country risk l |

1

MWMMW&MMMom&7

|m Board of Directer and Senlor management oversight

'm) Have you sppolated an aggropeiate stalf as a Complance Officer ('CO) 7

| Do you ensure that CO Is: |

1. the focal polet for the eversight of alf activities relating Lo the greverntion and detedion
of MU/TF

2. dependent of a8l operaticnal and busieess functions as far as pracicable within any
constraint of sxe of your Institation

3. of 2 sufficient level of seviority and sutherlty within your Institution

4. provided with regalar Contat with and drect aCcess 10 SevOr MmBnagement o ensure

that senior i abie 10 satisfy itsell that the staty cbiigations are being met and
the messures the risks of MUTF s scafficent and robu?w

5. fully comversant in the statutory and reguistery requirements and MU/TF risks adsing
from your Dusiness

[ m:r_mmmammmawmmmummwumum

rele

Annex 2
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7. equlpped with suMdent reseurces, nciuding staff

& owersesing your Mow's compliance with the refevant AML requliements In Pakistan and
loverseas brandhes and sulsidiades

p)mm

({1} Have you estabilshed an Independent audk function?

() If yes, does the function reguiarty review the AMUCFT systems Lo ensure effectiveness?

(1) 3 approgriste, have you SOught review 2ssistance feom external sources regarding your
AMLICFT systems?

<) Stalf screening

{1} De you estabilsh, malvtain and operate approgriste procedores in ceder Lo De satisfied of
[the tegrRy of a0y new evgloyess?

mnmm‘mum

shoukd put In AMUCFT '
240 ovarans bvaches o ebtllery udartakdogs houkd et W ploce 8 v sobcy

Dees your fiom have cversess vanches and subsidary andertakings?

Do you have 3 group AML/CFT palicy to ensure that all oversess Deandhes and subsifary

have procedures In place to comply with the COD and recond keeping reguirements
o Set under the ANL Regulations?

If yes, s soch policy well commanicated within your grocp?

In the case where your oversess branches o subsidiary undenakings are unabie 10 comply with
above mentioned policy due to local laws' restrictions, have you dene the folowing ?

() Infoem the SECP of such fallure

(D) take additionsl messures 1o effectively mitigate ML/TF risks faced by them

' the
mumom 'o:um.‘.. *Qﬂ

Mmmwumnwmuummmmm
measures based on risks identied?

[mmmmummmmmmuwumamw

|(2) Country risk - Custemers with residence In or connection with the below hgh risk jurisdictions

{1} courtnes Identified by the FATF 23 jurisdicions with strategic AML/CFT deflciencies

(1) countries subject to sanctions, embargoes or similar measures sued by ntemational
atherities

(1) countries wiich are vulserable to corruption

(Iv) countries that are Bedeved to have strong Inks to terrertst activitkes

() Customer risk - Customers with the below nature or bedhaviour might present & hgher NLUTF

(1} the pubdic profile of the customer Indicating livolvement with, or connection to, poltically
lexposed persons {'FEM")

(1) complexity of the rdationship, Induding use of Corporate strudtures, Lrusts and the use of
Pmmmm'mwmmum legitimate commercial ratienale
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{IN) reguest to use numbered accounts or usdue levels of secrecy with & transaction

{Iv) Invelvement In cash intensive businesses

ko {v) neture, Wumdwmmmmmm

(1) the origin of wealth (fer high risk customers and PERS) or oweership cannot be easily veritfied

[{€) Producty service risk - 00/ service with the Detow faors might seeset & Mghes risk

(1} services that Inherestly have provided more anvenyerity

(1) abilty te pool uaderlying customers/funds

(@) Distristion/ delivery channels

(1) & nen face to-face account opening approach is used

() Business sold theough third paty agendes o Intermediaries

Do you adjust your risk sssessment of customers from Bme Lo Bme o based upon Information
frem a competent sctherity, and review the extent of the CDO and ongaing monitedng to

be 2pphed?

|De o maintal all records and refevant documents of the above risk assessment?

If yes, are they abie to demondtrate Lo the SECP the folowing?

I(a)ho-muusnm

(B) the extent of CDO and engoing monitering s sppropriate based on that customes’s ML/TF risk

5
n-uan %mnduuhmmm-m

[mmmmmmm

kﬂ)Mhmﬂwmmmmmmm
, data or nformation

) where there 15 & tenefidal ewner In relation to the custemer, Kentfy and take reasonsbie
1o verfy the beneficial cmner's IdestRy, Indading s the case of 2 legal person or trust,
10 enabie you to understand the owsership and comral structure of the legal person o

(C) obtain formation on the purpose aod intended nature of the business reationship establshed
with you unkess the parpose and Intended nature are obvious

(@) If & persen purpors to act on behalf of the customes:

(1) entify the person and take reasonable measures 1o verlfy the person's entity using
and Independent source documents, data or information

(1) venfy the person's stheey 10 2 on behalfl of the customer (&g, wiitten suthanty, board
|resobatien)

|De you apply COD recuirements In the folowing conditions?

{(2) at the cutset of a business reiationship

[mm YU SUSPeC that a customer o a customer's account is invelved In MU/TF

tc)“m“h“u“dmﬂmmmm&h“
of idertfying the customer er for the purpese of verlfylag the castomer’s dentity
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leMBWUaMM.Qmmnmm
7

|(#) Fudt name

|®) Date of bian

() Nationsiy

() Identity document type and number

|De you verify the identity of benefidial cwnes(s) with resscnatie messures, based on ks
ssesament of the MUTF risks, so that you know whe the benefidal ewner(s) 17

<

s 1 o S o . s 40 8 il o Gk WA 4 e

When 2 person purpons Lo act on behalf of & customer and is sdthorized to give nstructions for
movement of funds or assets, do you obtain the identiNcation lefermation and take reasonable
1o verty the information odeained?

Do you oltain the wiitten suthorization Lo verlfy that the individual purporting Lo regresent the
customer S authorized te do so7

Do you wse 2 streamined approach on occasions where difficulties have been encoustered
lm:ummummmnwmumo
7

IF yes, do you perform the folowieg:

{8) adogt o RBA o assess whether the customer IS & low risk customer and that the streamiined
Is only applicalie to these low risk customers

(B) obtain 2 Sgnatory s, recording the names of the accourt signatories, whose identities and
10 2 have been confirmed by & department o person within that customer which s
10 the persens whose dentities are hang vetied

i Sy o Mg A VSSY W0 s of S, AN

I case of suspicions ralsed In relation to asy document in paforming COO, have you taken
and pregortionate steps to estabiish whether the document offered is genubne, or has
Mm:;dshu“?(qmmmmm,mm

Unless the purpose and Intended nature are ebvious, have you cbitained satisfactory Information
2ll mew cstomers (Induding fon residents) as to the tended purpose and reason for
the acceunt o estabilshing the business relatiooship, and record the information o the
SCCOUNE opening Socumentation?

D0 you alweys complete the CDD process before estabiishing business relationshlps? If you slweys
complete COD process before establshing & business relaticoship
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I you are unalie 10 complete the COD process, 4o you ensure that the refevant business

mmmumuummmmmm
o sespicion of MUTF to subenit 2 report Lo the FMU a5 spgropeiste?

1f the COD peocess Is not completed before estabilshing 2 business relationship, would these be on
a0 exception basis oody and with cansideration of the following:

) anry risk of MUTF artsng from the delayed verification of the custome:'s or Deneficdal owner's
can be effectively managed.

3 1L s mecessary not 10 Ierrept the noemad course of butiness with the customer (e.9.

[(c)m;w-dnmuwm

hommm‘hmlmwnwums
pracicabie.

you adogred appropriate sk management policies and procedures wihen 2 customer Is
10 enter into a busieess relationship price to verification?

If yes, G0 they Indude the following?

(a)mmnmmmdumma-mmmns
Ic.ﬂﬁmuumuw

(D) pladng apgropeiate himits on the number of ransactions and type of URNSACHONS that cas be
L-Mpmm

[(c)mm&nﬂmnundmnuwmm

(@) other relevart pelices and precedures

When terninsting a business relationship where funds or other assets have Deen received, have
you returned the funds or assets 1o the source (where possitie) frem which they were recebved?

Do you undertake reviews of exdsting records of Custinmers Lo ensure that the Information
for the purgoses of complying with the AML reguirements are - to-date and refevant
[:::.ummmmm?

}(o)-nmammubmm

l(b)ﬂmaﬂﬂ“mmhm-wmmmuw

) mhen your Customer decamentation standards change scbstastialy

ka)mmmnmmmmmmmmmm

(&) If there are cther Qoer events that you consider and defined I your poldes and procedures,
elaborate farther i the text box

Are all Nigh-risk customers subiject 1o a review of ther profile?

ID.n-MmMnmnlm?

lmmmmmmum:

(1) fesigents

1(4) Nen-residents

{041) Nonresisents whe are ot physically present
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|De you Secument the Information?

If yes, please provide a 152 of acceprabie documents that you cbtain for verifying resdential
address (e.g. ueiity bils or bank statements). For the aveldance of doule, please note according
the Guidelne on AML and CFT that cenaln types of address verification should not be
hmo@nmmmmmmm-mam
registered and/or eperating i Pakistan.

[ cases where Customers May ot B¢ able to produce verified evidence of residential address
{have you adopted altermative methods and applied these on & sk sensitive bads?

Do you require addrional Kentity Infarmation to be provided o verlfy additional aspects of
If the customer, Or the prodat Of service, IS assessed to present & Mgher NUTF risk?

De Bave measures to look behind each person of rust to Kentlfy those whe have
Llh':-nmml« mm«a&ummmmwut

Do you fuly usderstand the custemer's legal form, strudure and ownership, aad obtaln
mmmw’cﬂummmmmumummn
a'e 0ot obrvious

hmmmmme?

ﬁmmmmm-ammmunmuawm
& corpoeation?

For companies with multiple layers s thelr oweership Strodures, 4o you have an understanding of
ownership and contrel strocture of the company and flly ientify the latermediate layes of

Do you take further measures, whven the omnership structure of the comgany is dispersed/
Jayered without an obwious comenerdal purgase, (o werlfy the ientity of the
ultinate benefidal cwners?

R SR P FPCOYR
artnerships and wel

hmmmmﬂnmwummi

Do you take reasonsdie measures to verffy the identy of the benefidal owners of the
of usnoorperated bodes?

lmmmummMMumunmu
unincotperated body?

ioomhmmm“hmmdm7
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Do you obtain the Information and verfication documents 10 very the exdstence legal form and
parties to a brust?

Have you taken particular care In refation to trusts created s jorisditions where there k5 no or
wetk money undedng legsiation?

mumuumm:mumm-m
or risk of mcmun-: m..
Jusmw-wm

IMmmdsoouMdumOmmmm

Do you refrain from applying SDD when you susged that the customer, the Custonmer’s account o
¢ Uraosaction is ivvalved ia MUTF, o when you deubt the veracity or adeguacy of sy
previcusly obtained for the purpose of Kentifylng or verifideg the customer?

Before the application of SDO on any of the customer categories, have you performed checking o
whether they meet the critena of the respective Gategery?

: “M'"ﬂw.wm'w“m : to take

mmWMMaMdmmrtommmgmmawua
higher risk of MUTF?

I yes, do they ncdiude the following?

(a) 2aditionsl MRermation o the Customer and wpdating mere regudary the customer
the entiNcation data

) oltaking addtionsl nformation on the Intended nature of the business relationshp, the
woe of wealth and source of funds

&)Mh%dwmumummm

(@) conducing eshanced menitonng of the busivess relationship, by Increasing the sumber and
of the controls applied and selecting patterms of transactions that seed further

S S R e

mmwmunmmmmmmmmm
BCount

If yes, have you taken sdditional messcres 1o compensate for sy sk assecated with customerns
Inot physicaly present (.. face 1o face) for IdentiNcation parposes?

If yes, @0 yeu document sudh Information?

pmu““&”*.mn.mwﬁ
» poliically expesed person (VEP”) and to adept EDO on PEPs.

Page 39 of 51



| D o Gefine what 2 PEP (Fareign and demestic) Is In your ANL/CT policies and procedures?

|mmwummmmmnw~amu
8 benefidal owner of & customer Is a PEP (foreign and domestic)?

If yes, is screening and searches performed 1o determine If 3 customner or & beneflcly owner of &
mn'mu@.wmmmmmmnhmm
{ meda searches etc)

Do you condudt EDD at the cutset of the busivess relstionship and ongelng menitonng when &
llnlpmhw“w

Have you sppled the following EDD measures when you know that & particdar customes or
J!mmumnmmmmmummmn

|(a) obtaking scproval from your senor management

) taklng ressenalie measores Lo establsh the custome’s of the benefical owmer's souce of
wealth and the sowce of the funds

() apphying eshances menfonng 1o the reatiorsp In sccordance with the assessed ks

"

WM”M.MMNUWMENC‘M'E'UM
whether the Individual peses a higher risk of MUTF?

yes and the domestic PEP poses 3 Migher MUTF sk, have you appiled £00 and meniorning
i question C.40 abeve?

If yes, have you retained a Copry of the assessonent for related authoriies, other authorities and
m«umummmmmnmmmumml

|For foreign and demestic PEPS assessed Lo present a higher risk, are they subject to & minkam of
a0 annual review and enswre the COO formation remaing up 2o -date and relevant?

me“mmmmmdeQ»m?

When intermediznes (oot Indudng those In contradual anangements with the RFT o cany oot B

function or Dusivess relationships, SCCounts of transactions between RFL for thelr chents) are
munr:mmdmcoomammmmmm

[(o)mwummnh

(D) they wil previde without delsy & copy of any document o record obtaned i the course of
out the COO measures on behall of you upen reguest,

When you cse 20 Intermediary, are yoo satisfied that it has adeguate prodedures in place to

|When you use cversess btermedane, are you satisfied that it:

a) Is required under the law of the jurisdition concerned Lo be registered o icensed or is
under the law of that jursalction

](b)hnmhpammmmmw
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c)uWMWM&MWhthmmu
functions siodlar 1o those of any of the relevant scthorities I X

[ order Lo ensure the complance with the requirements set out abowe for bath domestic or
overseas intemmediactes, &0 you take the fobowing measures?

(2] review the intermediary's ANLCFT policies and procedures

)MMMMW:W“MMMM““
o which any group’s AML/CFT standards are appiied and audited

Do you lnmediately (with no delay) cbtain from intermediacies the data or isformation that the
Lummnm«udmmu@nm7

Condudt sampde tests from Bt 1o Bne 20 ensure COD Information and documensation Is
mnmmummm withowt undue delay?

[Have you taken reasonsbie stegs 1o review intermediares’ ablity to perform ks COO whenever
yeu hawve doubits a5 10 the rellabilty of intermediardes?

Have you performed COD measures on your pre-exlsting customers when one of the following
events hagperm?

of the rananition, wiesual o Scspicioss; of i Inconsistent with your nowledge of the

l(a)lWWMMMbmmmmhmMm“mm
o the customer's Business or risk profile, o with your kaowledge of the sowrce of the

() a material change occurs in te way bs which the Customer’s Sccoont i operated

kc)mmmmmuhm‘smummm

I(QmmunuycmamMMMhMmd
entifying and verifying the customer’s entity

e) Are other rigger events that you conskder and defined In your policies and procedures, plasse
ate further in the text box

WPs are not alowed to mantain 1S ACCOUNTS of ACCOUNES In fictious namwes for arry new

|mm?mmmmmumm)mmmumhm

s are required 1 assess and determine Jarsdcuonal equivalence s this Is an ingorant aspect
the application of COD measures.

When you &0 your documentation for asessment o determination of Jurisdotonal equivalence,
e you take the following measures?

[(a)mmmmmmmm

() reain such record for regulatery sontivy

l[c)Mmhmthbmmw

: mummmmnm *
; ?mmouummuaMamm

Do you contiocously monitor your Business relaticashlp mith a customer by:

L(:memmcmmmmmuW)dumum
they are consistent with the nature of business, the risk proflle and sowrce of funds.
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) identifying transactions that are complex, arge or wiusual o patterrs of rassactions that
00 apparent econemic of awful parpose and which may InScate MLTF

Emmmummmnmmmu

™

ko)hmndwmdtum(u&mﬂﬁcdw

|(B) the sature of & series of transactions (.. & sumber of cash deposhs)

(€} the ameunt of a0y transactions, paying paticular attention to scbstantial trassactions

1(€) the geograghical erigiydestination of & payment or recelpt

(@) the Customer’s nermal adiviy o burnover

mmwm!mmumwmwnmmm
Fﬂnﬂm

|(2) new products er services that pose fighes risk are estered into

|(b) e corporate of trust structures are created

1{€) the stated activity er turmover of 3 customer chasges of NG eases

kﬂhmdumdmahuﬁmoomm

1(@) If there are cther situations, please specly and further dlaborte b the text box

In the case mumuammwm You Cany ot
mummmmmumdmmnﬁu

you estabiished procedures 10 CONSUCE & review of a buskeess reletionship wpon the Ming of &
l«ammmmuammmcwmm

Have you taken additionsl messures with identified hgh risk business relaticaships (Indudieg
PERS) In the form of moere Intensive and frequent monitering?

|If yes, have you considered the folowig.

2) whether adeguate procedures of management Information systems are in place 10 provide
Stalf with Umely information that might Iadiude any lsfermation on avy connected
or relationshigs

[(B) how te monker the seurces of Tunds, wealth and income for higher sk customers and how

oy
R e T B LR N P

Do you take 0o sccount the folowing factors whven Considering he Dest measures Lo menitor
transactions and activities?

((2) the size and complexity of RS business

|() assessenent of the ML/TF risks artsieg from Bs business

kc)hnnndummcum

1(d) the monEoring procedures that aleady exist to satishy other business needs

l(c)hmd“MMM(Mhmd“uM)

[ the case where Dansactions sve complex, large of wnscal, or pattens of Lransactions wihich
M0 apparent ecomemic or lawful porpose are soted, do yeu examine the background and
duding where appropriste the droumstances of the tansacions?

yes, are the Madings and outcemes of these examinations properly decumented In weting and
readly available for the SECP, competent sutheriies and auditers?
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the case where you Rave been unabie to satisfy that aoy cash trarsaction o third party transfer
roposed by customers s reasonable and therefore consider It suspicious, do you make &
Lransaction repoet to the FMUT

3 have 1o be aware of the scope and focus of relevant inascaltrade SanCtons segimes.

|De you have procedures aed controls i place to:

2) ensure that oo payments Lo or from & person on & sanctions Ik that may affect your
Lﬂmum

(D) screen payment Instructions to ensore that proposed peyments 1o designated parties undes
spplicable laws and reguiations are not made

I yes, does this Indhade:
2) drawing reference from a number of sources to ensuve that have appropriate systems to
: checks agalnst refevant lists for sareening purposes "

kb)th“MthMMmebm

l&o'gmuhmmnmmmmmuw

ha)mmmmummummmm

(D) ensure reievant legal otilgatisns are well uaderstood by stalf and adequate guidasce and
walnieg are previded

1) ensure the systems and mechanksrs for idestifcation of suspldeus transactions cover TF as
wedl 25 ML

Do you maintals & databese (Intemal or heough & third party service provider) of names and
laes of Levorist suspedts and designated parties which consolidates the various lists that
Detn made kacwn te it?

If yes, have you also taken the fellowing messures in maktaining the catabase?

1(2) ensure that the relevant designations are induded In the database.

(D) the database is subject 10 Umely update whenever these dre changes

{¢) the database s made easily accessibie by stal¥f for the porpose of identfying suspicous
SaCNS

Do you perform comprehensive screeniang of your complete castomer base to prevent TF and
1

If yes, does B Indude the folowing?

2) screening customers agakat current terrorist and sanction Gesignations at the estadiishment
the relatienship

) screening agalist your entire dient hase, 35 5000 as practicable after new terorist and
designation are published by the SECP

Do you condu endanced checks before establshing & business relationship or proceising a
aesaction If there ace drcumstances giving rise o a TF suspicdon?

Do you decament or record electronically the results related Lo the comprehensive ongsing
payment screenieg and eshanced checks If perfermed?

Do you have procedures 10 flle repoits o the FNU I you scsgect that a Lrassaction |s tererst
related, even if there & 00 evidence of & Srect teronist Connection?
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5 are required t adopt on-guing MONkorig procedures to Iently suspioeus Lansacions for

‘gwrmnﬂqormhmmmwmmﬁm

|Do you apply the feliowing principies once inowledge o suspicon has been fermed?

1{8) In the event of susgicion of MU/TF, a disdesure Is made even where no transaction has been
conducted by o B ough your INSELN

() Internel contrels and systems are In place Lo prevent any directors, officers and employess,
especially those making engulry with customers o performing additional or enhaaced COO
e olfence of tUpping off the customer or any cther person who s the subject

the dischesure

D you provide suficient guidance 1o your Safl to enable them 1o form & Scspdon o 1o recognise
when MUTF is takieg place?

IUm,QmMMbMonMWMWQNomm

I(a)um«mmummmnmnm

kb)mmthnusm

(€) the means of deivery

D0 o ensure your Stalf are amare 30d alert with the SEC's guldelines with relatien to.

l(o)mummmmm

) potential ML Imvolving employees of RPs.

Subseguent to 3 costomer suspldon belyg identifed, have you made promgt dsdosures to the
FMU I the folewing addional requests are made Dy the customer: Note. RPs are reguired to

make prompe disclosare 10 FMU In any event, but the follewing reguests are considered to be
Mmore urgent.

(a) Instructed yeu Lo mmve funds

|(b) dose the account

|(€) make cash avalladie for collection

{(@) carry out signiicant changes to the business relatisnship

Do you keep the documents; records relating %o custome identity?

yes o the above documentsy’ reconds, are they kegt throughout the business relaticnship with
customer and for & period of six yedes after the end of the Dusiness refationship? Note. While
ANLD identiNes refevant Socuments Lo be retained for 6 years, the RF1 should consider other
requirements whes determiniog the record keeping and retention peniod of each dodument.

D2 you keep the following documents) recoeds relating to Lansactions)

|(8) the Identity of the parties 10 the transaction

(2) the mature and dete of the trassaction
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kc)mmmmdmw

() the erighn of the funds

() the ferm bn which the funds were offered or withdaewn

{f) the detination of the funds

[0} the ferm of instruction and autheeity

() the type and identifying numder of asy sccount Ivolved in the LaNsaction

documents) recerds, they kept for & peried of Mive years alter the completion of a
, regardiess of whether the basiness refationship ends duing the perfod as requived
the AMLJCFT Regulations?

[n the case where customer ientification and verfication documents are held by intermedianes,
lammgmummmmmn place o comply with &1 the record keeping

ammnmu

Rm Mxrmmmmmmummm

Ll;ommmwrumumnllbmmmmm
petence?

(If yes, does the baining program coves the fullowing teplcs?

(2) your Institution's and the s2afT's own personal statitory obilgations and the possidie
reeguences for falkae 10 report susplocus ansactions under relevent laws and regulations

mmmmuwmmummwmﬁmmmm
relevent laws aod reguiations, and the possitie conseguences of breaches of these cbiigations

l(c)mmmumm»mmmmwm
MentNaation and repoeting

(4) any otw and emerging technigues, methods and trends In MUTF 1o the extent that such
Is needed by your staf 10 Carry Out thelr particular roles I your institution with

respec to AMLCFT

Izrmmmmammm,wuwmmm
Commencement?

I yes, does the Laining peogram cover the following topics?

(8) an Imtreduction 1o the background te MUTF and the mponance placed en NMUTF by your
aution

() the need for identifying and repoeting of anry Susphdous transactions to the MLRD, and the
of "Upping o

Do you provide AML/CFT training for your memers of staff whe are desling drectly with the

IF yes, coes the Laining program cover the following teplos?

(2) the Impeatance of thel rofe In the batution’s MUTF strategy, as the frst pelnt of contadt with
lMMW

(B) your poldes and procedures in refation 10 COD and record keeping requirements that are
10 thelr job responsibiities
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<) tralnkeg In dicematances that may give rise o suspichen, and relevant policies aad procedures,
for example, lines of reporting and when extia vigilance might be reguired

Do you provide AML/CFT raining for your back office saff?

If yes, does the Laining program cowver the following Loples?

}(a)mmhnodemmm

) how Lo recognise unussal activities Indading abnormal settfements, payments or dellvery

|De you provide AML/CFT traming for managerial staff Induding beemal aude ofcers and COs?

If yes, does the taining program cover the following toghs?

1(2) higher level traking covering il aspeds of your AML/CFT regime

() spedfic Lralning n reation 1o thel respensibilties for supervising o managing stafl, avating
system and performing random chedks &5 well as reporting of suspicious transactions Lo the
Lt

|De you provide AMLICFT training for your MLROS?

If yes, does the taining program cover the following toghs?

pa)wummmummummmmm
10 them and reperting of suspidous transactions to the PMU

lo)umuwmummmwmm

|De you maintals the trainiag record detalls for & minimum of 3 years?

If yes, does the training cecond include the following detalls.

[(2) which staff has bees trained

(o) when the staff recered uaiing

(<) the type of Bakung provided

|De you menitor aad maitain the effectiveness of the trakung conducted by st by

[(2) testing stafT's understanding of the LC's / AE's pobies and procedures to combat ML/TF

(o) testing stafl's undestandieg of thelr statutory and regulstory obligasiens

kc)unpusmummmm

{d) monkering the compllance of staff with your AML/CFT systems 25 well 25 the quallty and
of Intermal reponts

T(QWWNMMMMW{MMMW‘

Do yors ask (o Turther exglasation of the nature of the wire transfer from the castomer If there is
hat & GAstomer may be effecting & wire transfer on behalf of 2 third party?

|De you bave Clear poldes on the processing of gess-Dorder aod domestic wive ranafers?

If yes, do the poldes address the folomieg?

2) record keeping

() the verification of eriginatee's identity Information

Do you Indude wire tansfess b your engoing due Gligence oo the business rdationsdip with the

ad the sculing of taesacions undertaken trougheut the course of that relationshipy
that the ansactions being cndated are (odistent with your kaowledge of the
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RISK PROFILING OF CUSTOMER

The following sets out examples of factors that Maan Securities (Pvt) Limited should consider when performing
risk assessment. Where there is one or more ‘“yes” responses, professional judgment must be exercised,
with reference to the policies and procedures of the entities, as to the nature and extent of customer due
diligence to be carried out.

Section A: If the response to any of the statements in Section A is “Yes”, Yes/No Remarks
the entity shall NOT establish business relationship with the client

1 | Customer unable to provide all the required information in relevant
forms

2 | Information required to be verified as per the regulations, cannot
be verified to independent and reliable documents

3 | Customer, Beneficial Owner of the customer, person acting on behalf

of the customer, or connected party of the customer matches the

details in the following lists:

a. Proscribed under the united nations security council resolutions
and adopted by the government of Pakistan;

4 | There is suspicion of money laundering and/or terrorist financing

Section B: Customer Risk Factor

1 | Is the customer, any of the beneficial owner of the client or person
acting on behalf of the customer a politically exposed person (PEP),
family member of a PEP or close associate of a PEP?

2 | Is the customer non-resident Pakistani?

3 | Is the customer foreign national?

4 | Is the customer High net worth individual?

5 | Legal persons:

o Companies — Local

o Companies — Foreign

o Foreign Trust or Legal arrangements
o Local Trust or Legal arrangements

o Partnerships

o NGOs and Charities

« Cooperative societies




6 | Intermediaries eg. Third parties acting on behalf of customers
(Lawyers, Accountants etc.).

7
Are there adverse news or information arising?

8 | Customer’s source of wealth/ income is high risk/ cash intensive?

9 | Does the customer have nominee shareholder(s) in the ownership
chain where there is no legitimate rationale?

10 | Is the customer a shell company?

11 | Does the customer have unusual or complex shareholding structure
(e.g. involving layers of ownership structure, different jurisdictions)?

12 | Does the stated source of wealth / source of funds and the amount

of money involved correspond with what you know of your
customer?

Section C: Country / Geographic Risk Factors

1

Is the customer, beneficial owner of the customer or person acting
on behalf of the customer from or based in a country or
jurisdiction:

a. Identified as High-risk jurisdiction by the FATF and for which
financial institutions should give special attention to business
relationships and transactions. (Countries having weak
governance, law enforcement, and regulatory regimes).

b. Countries subject to sanctions, embargos or similar measures
issued by international authorities (E.G. UN, WB, IMF)

c. Countries where protection for customers privacy prevents
effective implementation of AML/CFT requirements and/or
facilitates the framework for establishment of shell-companies.

d. Countries/ Geographies identified by recognized sources as
having significant levels of organized crime, corruption or

criminal activity.

Section D: Services / Transactions Risk Factors

1 | Is the business relationship with the customer established through
non face-to-face channel?

2 | Has the customer given any instruction to perform a transaction
(which may include cash) anonymously?

3 | Has the customer transferred any funds without the provision

of underlying services or transactions?




Are there unusual patterns of transactions that have no apparent
economic purpose or cash payments that are large in amount, in which
disbursement would have been normally made by other modes of
payment (such as cheque, bank drafts etc.)?




Are there unaccounted payments received from unknown or un-
associated third parties for services and/or transactions provided by the
customer?

Does the value of the transaction appear to fall within the financial
means of your customer, given their income and savings?

Is there any divergence in the type, volume or frequency of services
and/or transactions expected in the course of the business
relationship with the customer?

Significant and unexplained geographic distance between residence or
business location of the customer and the location where the product
sale took place (or the location of the insurer's representative)

Customers who seek or accept very unfavorable
account/policy/contract provisions or riders and rely on free look up
provisions

10

Customers who transfer the benefit of a product to an
apparently unrelated third party

11

Customer uses brokerage accounts as long term depository
accounts for funds

12

Customer is conducting transactions that do not have apparent
economic rationale

13

Transactions appear to be undertaken in a structured, sequential
manner in order to avoid transaction monitoring/ reporting
Thresholds

14

Transactions involve penny/microcap stocks

15

Transfers are made to the same person from different individuals or
to different persons from the same individual with no reasonable
explanation

16

Customer requests a securities provider to execute and/or clear a buy
order and sell order for the same security or similar or correlated
securities (and/or on behalf of the same beneficial owner), in close
chronology

17

Unusually large aggregate wire transfers or high volume or
frequency of transactions are made with no logical or apparent
reason

Customer trades frequently, selling at a loss




19

Customer invests in securities suddenly in large volumes, deviating
from previous transactional activity

20

Cross border correspondent financial institutions relationships

21

Products/ Services

2

Transaction Amount 0

Section E: Customer Risk Assessment

Low — Simplified CDD Medium — Standard CDD High — Enhanced CDD

Document reasons for customer risk
rating:

Section F: Recommendation

Accept customer Reject customer
Assessed Approved
By: By:
Designation Designation:
: Signature: Signature:
Date: Date:




Annex 4
ML/TF Warning Signs/ Red Flags

The following are some of the warning signs or “red flags” to which Maan Securities (Pvt) Limited
should be alerted. The list is not exhaustive, but includes the following:

Insurance entities

(1)

(2)
(3)
(4)
(5)
(6)

(7)
(8)
(9)

Requests for a return of premium to be remitted to persons other than the policy
holder.

Claims payments paid to persons other than policyholders and beneficiaries.

Unusually complex holding company or trust ownership structure.

Making a false claim.

A change in beneficiaries (for instance, to include non-family members).

A change/increase of the premium payment (for instance, which appear unusual in the light
of the policyholder’s income or where there are several overpayments of policy
premiums after which the policyholder requests that reimbursement is paid to a third
party).

Use of cash and/or payment of large single premiums.

Payment/surrender by a wire transfer from/to foreign parties.

Payment by banking instruments that allow anonymity of the transaction.

(10) Payment from third parties.

(11) Change of address and/or place of residence of the policyholder.

(12) Lump sum top-ups to an existing life insurance contract.

(13) Lump sum contributions to personal pension contracts.

(14) Requests for prepayment of benefits.

(15) Use of the policy as collateral/security (for instance, unusual use of the policy as
collateral unless it is clear that it is required for financing of a mortgage by a reputable
financial institution).

(16) Change of the type of benefit (for instance, change of type of payment from an annuity to a
lump sum payment).

(17) Early surrender of the policy or change of the duration (particularly where this results in
penalties).

(18) Requests for multiple policies to be taken out for premiums slightly below any publicized
limits for performing checks, such as checks on the source of wealth or cash payments.

Lending NBFCs

(1)
(2)

3)
4)
(5)

(6)

Loans secured by pledged assets held by third parties unrelated to the borrower.

Loans secured by deposits or other readily marketable assets, such as securities,
particularly when owned by apparently unrelated third parties.

Borrower defaults on cash-secured loan or any loan that is secured by assets that are
readily convertible into currency.

Loans are made for, or are paid on behalf of, a third party with no reasonable
explanation.

To secure a loan, the customer purchases a certificate of deposit using an unknown
source of funds, particularly when funds are provided via a currency or multiple
monetary instruments.

Loans that lack a legitimate business purpose, provide the bank with significant fees or
assuming little or no risk, or tend to obscure the movement of funds (e.g., loans made to a
borrower and immediately sold to an entity related to the borrower or back to back loans
without any identifiable and legally admissible purpose).



Mutual Funds

(1)

(2)

(3)
(4)
(5)
(6)

When an investor is more concerned about the subscription and redemption terms of the
Mutual Fund than with other information related to the investment strategy, service
providers, performance history of the investment manager, etc.

Lack of concern by an investor regarding losses or (large) fees or offering to pay
extraordinary fees for early redemption;

Sudden and unexplained subscriptions and redemptions;

Quick purchase and redemption of units despite penalties;

Requests to pay redemptions proceeds to a third (unrelated) party; and

Customer that exhibits unusual concern with compliance with AML/CFT reporting
requirements or other( AML/CFT) policies and procedures.

Brokerage Houses

(1)
(2)
(3)
(4)
(5)
(6)
(7)

(8)

(9)
(10)

(11)

(12)
(13)

(14)
(15)
(16)
(17)
(18)

(19)

Customers who are unknown to the broker and verification of identity / incorporation
proves difficult;

Customers who wish to deal on a large scale but are completely unknown to the broker;
Customers who wish to invest or settle using cash;

Customers who use a cheque that has been drawn on an account other than their own;
Customers who change the settlement details at the last moment;

Customers who insist on entering into financial commitments that appear to be
considerably beyond their means;

Customers who accept relatively uneconomic terms, when with a little effort they could
have a much better deal;

Customers who have no obvious reason for using the services of the broker (e.g.:
customers with distant addresses who could find the same service nearer their home base;
customers whose requirements are not in the normal pattern of the service provider’s
business which could be more easily serviced elsewhere);

Customers who refuse to explain why they wish to make an investment that has no
obvious purpose;

Customers who are introduced by an overseas agent based in a country noted for drug
trafficking or distribution

Customers who carry out large numbers of transactions with the same counterparty in
small amounts of the same security, each purchased for cash and then sold in one
transaction, particularly if the proceeds are also then credited to an account different from
the original account;

Customer trades frequently, selling at a loss

Customers who constantly pay-in or deposit cash to cover requests for bankers drafts,
money transfers or other negotiable and readily marketable money instruments;

Customers who wish to maintain a number of trustee or customers’ accounts which do not
appear consistent with the type of business, including transactions which involve
nominee names;

Any transaction involving an undisclosed party;

transfer of the benefit of an asset to an apparently unrelated third party, or assignment of
such benefit as collateral; and

Significant variation in the pattern of investment without reasonable or acceptable
explanation

Transactions appear to be undertaken in a structured, sequential manner in order to
avoid transaction monitoring/ reporting thresholds.

Transactions involve penny/microcap stocks.



(20)

(21)
(22)
(23)

(24)
(25)

Customer requests a securities provider to execute and/or clear a buy order and sell order
for the same security or similar or correlated securities (and/or on behalf of the same
beneficial owner), in close chronology.

Transfers are made to the same person from different individuals or to different persons from

the same individual with no reasonable explanation.

Unusually large aggregate wire transfers or high volume or frequency of transactions are
made with no logical or apparent reason.

Customer invests in securities suddenly in large volumes, deviating from previous
transactional activity.

Customer conducts mirror trades.

Customer closes securities transaction before maturity, absent volatile market

conditions or other logical or apparent reason.



Annexure 5
Proliferation Financing Warning Signs/Red Alerts

Maan Securities (Pvt) Limited should take note of the following circumstances where customers
and transactions are more vulnerable to be involved in proliferation financing activities relating to
both DPRK and Iran sanctions regimes:

(a) customers and transactions associated with countries subject to sanctions;

(b) instruments that could particularly be used to finance prohibited transactions, such as
certain trade financing products and services;

(c) customers involved with and/or transactions related to items, materials, equipment,
goods and technology prohibited by UNSCRs;

(d) reasonableness of invoiced goods against market value, inconsistency or discrepancies in
trade-related documentation.

In particular, Maan Securities (Pvt) Limited should be alert to the following non-exhaustive list of
factors that are relevant to the DPRK sanctions regime:

(a) significant withdrawals or deposits of bulk cash that could potentially be used to evade
targeted financial sanctions and activity-based financial prohibitions;

(b) opening of banking accounts by DPRK diplomatic personnel, who have been limited to
one account each under relevant UNSCRs (including number of bank accounts being held,
holding of joint accounts with their family members);

(c) clearing of funds, granting of export credits or guarantees to persons or entities that are
associated with trading transactions relating to the DPRK;

(d) providing insurance or re-insurance services to maritime vessels owned, controlled or
operated, including through illicit means, by the DPRK or classification services to vessels
which there are reasonable grounds to believe were involved in activities, or the transport of
items, prohibited by UNSCRs concerning the DPRK, unless the Security Council 1718
Committee determines otherwise on a case-by-case basis;

(e) direct or indirect supply, sale or transfer to the DPRK of any new or used vessels or
providing insurance or re-insurance services to vessels owned, controlled, or operated,
including through illicit means, by the DPRK, except as approved in advance by the
Security Council 1718 Committee on a case-by-case basis; or

(f) the leasing, chartering or provision of crew services to the DPRK without exception,
unless the Security Council 1718 Committee approves on a case-by-case basis in
advance;38 or

(g) using real property that DPRK owns or leases in Pakistan for any purpose other than
diplomatic or consular activities.
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